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BBEAEHUE

1. doHO OLEHOYHbIX CpeacTB MO  AUCUMNNUHE SBNseTca o006s3atenbHbiM  060CO6NEHHBIM
npunoxeHnem k Paboyeit nporpaMme AUCUMNINHBI.

2. ®oHO OuEHOYHbIX cpencte  ABndeTcd COCTaBHOW 4acCTblo HOpMaTMBHO-MeTOoan4eCckoro
obecneyeHnsi CUCTEMbI OLIEHKM Ka4eCcTBa OCBOEHUS 06yqarou.u/||v|v|0ﬂ yKaSaHHOIZ ANCUUNNITNHBI.

3. Mpu nomown ®OC  oOCyLECTBRASETCA KOHTPONb M yrnpaBreHwe npoueccoM (opMUpOBaHUS
oby4varomMmMmcsa KoMneTeHUm, M3 Yncna npegycmoTpeHHbix PrOC BO B kadecTBe pes3ynbTaTOB OCBOEHMS
ONCUWMANHBI.

4, ®OHO OLEHOYHbIX cpeaocrte no agucuuniinHe BKIOYaeT B cebs: oueHO4YHble cpencrea,
npumMmeHdaemMmble  Ond BXOOHOro KOHTPONA; OUEeHO4YHble cpencrtea, npuMmeHdaemMble B pamMKax
nHamemngyann3aumm  BbINOJTHEHUA, KOHTPOIA Ct)I/IKCI/IpOBaHHbIX Bngoe BAPC; oueHo4Hble cpencrtea,
npumMeHdaemMble OnA TeKywero KOHTpOonA W OueHOYHble CcpeacrtBa, NpuMeHdaemble Nnpu I'IpOMe)KyTO‘-IHOIZ
aTtrectaumm no nutoram nsyveHuna anCcUunninHbI.

5. Paspabotumkamu doHga OLEHOYHbLIX CPEACTB MO AMCUMINIIMHE SIBMSOTCA npenogaBaTenu
Kadpeapbl 3KOHOMWKKM, OyxranTepckoro yyeta M (QUHAHCOBOrO KOHTPOSs, obecnedvBalolen usyyveHue
obyvarowmmmca gucumnnmHel B yHuBepcuteTe. CopepxaTtenbHom OcHoBow pfAns paspabotkm OOC
nocnyxuna Pabo4vas nporpamma gUCLIMNITHBI.



1. OXNOAEMbBIE PE3YJIIbTATbl U3YYEHUA

y‘-IEGHOﬁ ANCLUUMNJINHDI, nepcouaanblﬁ YPOBEeHb OOCTNXEeHNA KOTOPbIX NpoBepseTcsa
C ncnosnb3oBaHuemM npeancrtaBJieHHbIX B 1. 3 OuEeHOYHbIX cpeacTs

KomneTteHuun,

s IO Y IOty
KOTOpPbIX 3aeACTBOBaHa o
AMCLIMNAMHA WHAnKaTopa (kak oxxugaemblil pesynbTaT ee 0CBOEHUS)
OOCTXEHUN
ko HaVMEHOBAHME KOMNETeHLIUM 3HaTb U ymeTb Aenarb BNafeTb HaBblkamu
noHMmaTb (oewnctBoBaTb) (MmeTb HaBbIKKW)
1 2 3 4
lpogheccuoHanbHbIe KOMIemMeHyuu
OlNK-5 | CnocobHocTb NO-Lonks COBpPEMEHHbIE Mcnonb30BaThb BNageTb HaBblkamu
NPUMEHATb 3HAHUS | MPUMEHSAET MH(OPMALMOHH | COBPEMEHHbIE NpUMeHeHNs
(Ha COBpPEMEHHbIE ble TEXHOMNorMn | MHPOPMAaLMOHHBIE | COBPEMEHHbIX
NPOMEXYTOYHOM MH(OPMALMOHH | 1 TEeXHOMOorm1 un WMH(OPMALMOHHBIX
YpOBHE) ble TEXHONOrMM | NPOrpaMMHbIE | MPOrpaMmHble TEXHOMOrui un
3KOHOMUYECKON M nporpaMmHble | cpeacTsa Ans cpeacTea ans nporpamMmmHbIMU
Teopuu npv | cpeactea Angd | aHanusa noucka u cpeacTeamu s
peLueHun noucka n | nHdopMaumoHH | 06paboTku novcka u o6paboTku
NPUKNagHbIX obpaboTku on 9KOHOMUYECKOM 9KOHOMUYECKOM
3agav; 3KOHOMMYeckon | B6esonacHocT | MHOpMaLmK WHopMaLum
nHdopmMaLmm coumarnbHbIX
ceten u
nnaTexHbIX
cucTeM




YACTb 2. OBLLIAA CXEMA OLIEHUBAHUA XOOA U PE3YJIbTATOB N3YYEHUA

YYEBHOW ANCLUMNNUHbI
OGLwume KpUTepUN OLIEHKU U peecTp NPUMEHsIeMbIX OLIeHOYHbIX CPeaCcTB

2.1 O630pHaA BeAOMOCTb-MaTpu1LUa OLeHUBaHUA Xo4a U pe3yrnbTaToB U3yyeHus ydeGHom
OUCLUMNIMUHBI B paMKax negarorM4yeckoro KOHTponsi

Kateropusi PeXrM KOHTPOJIbHO-OLLEHOYHbBIX MEPONPUATUN
KOHTPOIS M OLIEHKM camo- B3AUMOOLIEHKA npenopa- KomuccroHHas
OLEeHKa Barens OLEeHKa
BxogHown 1 i
KOHTpOIb
WHaunsmayanumsaum
A BbINOMTHEHNSA™,
KOHTpOnb 2
(pMKCUpPOBaHHbIX
BmagoB BAPC:
MpoBepka
- KOHTpOrbHan Ans BbIMOMHEHHOW
3a04HOM HOPMBbI 2.1 KOHTPOMLHOI
0oByyeHus 0aBoThI
- NpeseHTaumsa onga MpoBepka
OYHOMN N OYHO- 2.2 npeseHTauumn
3a04HONGOPMBI
Tekywmn 3
KOHTPOIb:
MpeseHTaums
O OYHOW U
O4YHO-3a04HON
- CamocToaTenbHoe | 5 4 hOPM OBYHEHMUS:
n3yyeHune Tem onpoc Ans
3a04HOM POPMBbI
0by4eHus
MpoBecTn
- B pamkax aHanus
nabopaTopHbIX 39 Bonpocbl ans ©e3onacHocTu
3aHATUN U ) CaMOMNOATrOTOBKM WMHpopmauun B
NMOArOTOBKN K HAM coumansHom
cetu
- B paMkax obuue-
YHUBEPCUTETCKON 39
CUCTEMbI KOHTPOISA
yCcrneBaemocTu
- MO uToram
n3yvyeHus 3.4 TectupoBaHue
1 -3 pasgenos
Wrorosuin 4 TectupoBaHue
KOHTPOIb




2.2 O6lmMe KpUTepumn oLEeHKU Xxoaa U pe3ynbTaToB

M3y4yeHUs y4eOHOW AUCLMNIIUHDI

1. ®opmMarnbHbIA KPUTEPUIN NONYYEHUA CTYAECHTOM

NOJIOXUTENIbHOW OLEHKU MO uToram n3yvyeHunsa AUCUUNMIIUHLL

1.1 MNpegycmMoTpeHHas nporpamma
N3yYeHUst QUCUUMNUHBLI 06y4YaoLMmcs
BbINOMHEHa MOMHOCTLI0 A0 Havana
npotecca NpPoMeXyTo4HON aTTecTaumm

1.2 IMo kakgow M3 NpegyCMOTPEHHbIX MPOrpaMmMon BU4oB paboT
no AMcuUMNIIMHE 00YyYaloLNNCS YCNELWHO oTYnTancs nepeg,
npenogaesaTeneM, 4EMOHCTPUPYS MPU 3TOM AOSDKHbIA (HE HUXe
MWHMManbHO NPUEMNEMOro) YpoBeHb CChOPMUPOBAHHOCTH
3NIEMEHTOB KOMMNETEHLMN

2. pynnbl HechopManbHLIX KPpUTEPUEB

Ka4yeCTBEHHOMN OLeHKU paGOTbI CTyQeHTa B paMKax U3y4YeHusa guCumnniiuHbIi:

2.1 Kputepum oueHKn kadecTBa xoga
npouecca n3yyeHus obyyaroLmmes
nporpaMmmbl ANCLUNAUHBI (TEKYLLEN

yCcrneBaemMocTu)

2.2. Wkana v KpUTepum oLeHMBaHUSA Ka4yecTBa BbINONHEHUS
KOHKpeTHbIX Bugos BAPC

2.3 Kputepum oueHKn Ka4eCcTBEHHOTO
YPOBHSI PYOEXHbIX pe3ynbTaToB

n3yvyeHna ancunniuHbl

2.4. Wkana n kpuTepum aTTecTaumMOHHOW OLEeHKN™®
KayeCTBEHHOro YPOBHSI pe3ynbTaToB U3yYeHUs AUCLMNINHBI

* anddepeHLMpOBaHHOro 3a4eTta

2.3 PEECTP

anemeHToB hoHAA OLLEHOYHbLIX CPeACTB No y4eOHOM AucLUMNInHe

pynna
OLEHOMHbIX CpeacTB

OueHoYHOoEe CpecTBO MMM ero aremMeHT

HanmeHoBaHue

1. CpenctBa ans
BXOAHOIro KOHTpoOnNA

2. CpeactBa

ANA nHAuBMAYyanusauum
BbINOJIHEHUS,

KOHTpoOnA
bMKCMpOBaHHbIX BUAOB
BAPC

[MepeveHb Tem A5 BbIMNOMHEHMS NPEe3eHTaUun A5 O4HON U O4HO-3a04HOM
dopMbl 06y4YeEHMUS

O6LWwmn anropuTM NOAroTOBKN Npe3eHTauun 4nst 04HOM M OYHO-3a04HOMN
dopm 00y4eHnst

Kputepun oueHkn HaMBMAYyanbHbIX pe3ynbTaToB BbINOMHEHUS
npes3eHTauumn gnst 04HOM M O4HO-3a04HOM PopM 0BYyYEHMS

lMepeyeHb BONPOCOB ANsl KOHTPONbHOW paboTbl AN 3a04HOM OPMbI
00y4eHus

Kputepun oueHkM MHAMBMAYanNbHbIX PE3YNbTaTOB BbINOMHEHWS KOHTPOMbHON
paboTbl AN 3a04HON OpMbl 0BYYEHUSE

3. CpeactBa
ANA TeKyllero KOHTpons

MNepeyeHb BOMPOCOB AJ1s1 CAMOCTOSATENBHOMO U3YYEHUs TEM

O6LWn anropuTM CamMmoCTOATENBHOIO N3y4YeHUs TEMbI

KpuTepum OLEeHKM CaMOCTOATESNTIbHOIO U3Y4YEeHUS TEMbI

3agaHns kK nabopaTopHbIM 3aHATUSM

O6Lwmn anropuTM NoagroToBKKN K nabopatopHon paboTte

Kputepun oLeHKM CamONOAroTOBKM MO TeMaM /1abopaTopHbIX 3aHATWN

LLkana n Kputepumn oLueHnBaHUS CaMOMOArOTOBKM MO TeMam flabopaTopHbIX
3aHATUN

TecToBble BONPOCHI 4S5 NPOBEAEHMS TeKyLlero KOHTponsa

LLIkana n KpuTepumn OLiEHKN OTBETOB Ha TECTOBbIE BOMPOCHI TEKYLLErO
KOHTpOIsi

4. CpepcTBa

AN NPOMEXyTOYHOMN
aTTecTaluu Nno utoram
M3yYeHUs QUCLUNIIUHBI

TecToBble BONPOCHI A4S151 NPOBEAEHNS UTOrOBOIO KOHTPOIIS

KpuTepumn oLeHKM OTBETOB Ha TECTOBLIE BOMPOCHI UTOFOBOr0 KOHTPOSS







2.4 OnucaHue n0Ka3aTenel7|, KputepueB U WWKan oueHnBaHuUA U 3T1anoB (bOpMVIpOBaHVIﬂ KOMNeTeHUun B paMKax gucumnniinHbi

YpoBHM CHOPMUPOBAHHOCTU KOMMETEHL M

KOMMNeTeHUuna He

MUHUMarbHbIN cpenHun BbICOKUN
ccpopmmpoBaHa
OLueHKN chopMMPOBAHHOCTM KOMNETEHLUN
2 3 4 5
OueHka OueHka OueHka «xopowo» OueHka «ommu4yHoO»

«Heydo8r1emeopumesbHoO»

«ydoeremegopumesbHo»

Kon MokazaTenb XapakTepuctvka cpopMmMpOBaHHOCTM KOMNETEHLUN dopmbl 1
WHpekc n nHaMKaTopa WHavkaTopbi OLleHNBaHNS — KomneTeHuus B NonHoi CdhopMmpoBaHHOCTL CdopMmnpoBaHHOCTL CdopMmrpoBaHHOCTL cpeacrea
HassaHue OCTUXEHMIA KoMAETeHLUM 3HaHWS, yMeHus, mMepe He cchopMMpoBaHa. KOMMEeTEHLM KOMMETEHLW B LieSIoM KOMMETEHLINW MOITHOCTbI0 KOHTpONA

KOMMETEHUMM |\ svneTerLm HaBblkv (BnaneHus) | VIMeloLnxcs sHaHuii, COOTBETCTBYET COOTBETCTBYET COOTBETCTBYET POPMMPOBAHMS
YMEHWI 1 HaBbIKOB MUHVMarbHbIM TpeGoBaHusaM. Umetowmxcsa | TpeGosaHuaM. Mmetowmxcs|  KOMMIETEHUUN
HeJoCTaToYHO Ans TpeboBaHuAM. 3HaHWIN, YMEHWI, HaBbIKOB U | 3HAHWI, yMEHWIA, HABLIKOB U
peLleHus NpakTU4ecKnX NmetoLumxca 3HaHWiA, MOTMBaLUY B LLENOM MOTMBaLMW B NOMHOM Mepe
(npodbeccroHanbHbIX) 3a4a4  [YMEHWUIA, HaBbIKOB B LIESIOM | A0CTaTOYHO ANS peLleHust [0CTaTOYHO ANS peLleHust
[OCTaTOYHO ANSA peLleHnst | cTaHA4apTHBIX MPaKTU4EeCKUX CMOXHbIX NPaKTUYECKUX
npaKkTU4eckmx (npodbeccroHanbHbIX) (npodheccroHanbHbIX)
(npodheccroHanbHbIX) 3agay 3agay
3agay
Kputepuu oLeHnBaHust
MonHoTa 3HaHUM | COBPEMEHHbIE He 3HaeT coBpemeHHble | 3HaKoMm ¢ 3HaeT coBpeMeHHble 3HaeT coBpemMeHHble
MH(OPMaLMOHHbIE MHPOPMaLMOHHbIE COBPEMEHHBIMM MHPOPMaLMOHHbIE WHOPMaLMOHHbIE
TexHOomMormm v TexHomnornv u NporpammHble | MHOpPMaLMOHHLIMMK TEXHOMNornn un TEXHOMNornn un
nporpaMmmHble cpeacTBa AnNs noucka W | TEXHOMOrMSIMU U nporpammHble CpeacTaa nporpammHble CpeacTsa u
cpeacTBa Ans noucka obpaboTkM 3KOHOMWUYECKOW | nMporpammHbIMu npuMeHsieT Ans novcka un
" 06paboTky| MHDOopMaLum cpeacTBaMu Ans noucka 06paboTku
3KOHOMMUYECKOM 1 06paboTku 3KOHOMMUYECKOMN
MHopMaLmu 9KOHOMMUYECKON MHpopmaumn
NMHpopmauum
Hannune ymeHun | vucnonb3oBaTtb He ymeeT wcnonb3oBatb | YMeeT  wucnonb3oBatb | YMeeT ucnonb3oBatb | B coBeplueHcTBe | TecTupoBaHue;
COBPEMEHHbIE COBPEMEHHbIE WHOPMaLMOHHbIE COBPEMEHHbIE MCMOMb3yeT COBPEMEHHbIE onpoc;
MHMOPMaLNOHHbIe WHOPMaLMOHHBIE TexHonorum MHOPMaLMOHHbIE MHOPMaLMOHHbIE nHauBMAyarnbHoe
TexHomnorum 1| TeXHOnoruu u NporpammHble TexHonornm n | TexHomnoruu " 3afaHue,
oK -5 M-Loncs nporpammHble CpeAcTea Ans noucka u nporpammHble CpeacTBa nporpammHble  cpeacTea KOHTpOrnbHas
cpeacTBa Ans nowucka| obpaboTku  IKOHOMUYECKOM Ans noucka u obpaboTkm pabota ans
7] 06paboTku| MHbopmauum 3KOHOMMYECKON 3a04HON hopMbI,
3KOHOMMYECKON MHpopmaumn npeseHTauma ons
VHopMaLmm OYHOM N O4YHO-
Hanuune HaBblkaMu He Bnapeetr HaBblkamu | Bnapgeet HaBblkamun | Bnapeet HaBblkamu| B coBeplieHcTBe BnageeT | 3a04HON POPMBbI
HaBbIKOB NpUMeEHeHNs NPYMEHEHNsI COBPEMEHHbIX | MpUMeHeHUs! NPUMEHEHNsI COBPEMEHHbIX| HaBblkaMW  MPUMEHEHUS
(BnageHue COBPEMEHHbIX MHPOPMaLMOHHbIX MHPOPMaLMOHHbIX MHPOPMaLMOHHbIX COBPEMEHHbIX
OnbITOM) VHOPMaLMOHHBIX TEXHonornmn M | TexHomnorum W | TexHomnorum 1| MHpopmaLMOHHbIX
TexHornorumn 1| nporpammHbIMu nporpamMmmHbIMM nporpammHbIM1 TexHonorunm "
nporpaMmmHbIMu cpeacTBamu Ans noucka U | cpeacteamu cpeacTBaMu Ansi noucka u| nporpaMMHbIMU
cpencTeamu ons| obpaboTkM SKOHOMUYECKOW 06paboTKkM 3KOHOMMUYECKOW| CpeacTBamm A Moucka m
noucka n obpaboTkun| MHopmaumn MHcpopmaumm obpaboTkmn
9KOHOMMUYECKOM 39KOHOMMYECKon
MHopmMauum nHdopmauunm




YACTb 3 MeTtogunyeckue maTepuanbl, onpegensitowme npoueaypbl OLeHMBaHUA 3HaHUW, YMEHUH,
HaBbIKOB, XapaKTepu3ylLwmMxX 3Tanbl (0OpMMPOBaHUA KOMMNEeTEeHLNN

Yactb 3.1. TunoBble KOHTpPOJIbHbIE 3a4aHnA, HeoOXxoAUMbIe ANA OLEeHKN 3HAHUN, yMeHMﬁ, HaBbIKOB

CpenctBa
Ans uHaMBuayanusauum BbINOSTHEHUS, KOHTPOns hpukcupoBaHHbIX BUAoB BAPC
Tembl ans ocpopmneHus npe3eHTauumn AN O4YHOM U OYHO-3a04HON POpPM 0GyYeHUsA

VHdopmaLumoHHas 6e30nacHOCTb B COLMarbHbIX CETSX;

BesonacHOCTb NpMMEHEHWS MNAaTEXHbIX CUCTEM — 3aKOHOAATENbCTBO M MpaKTyKa.

MpuHuMnbl paboTbl ¢ aneKkTpoHHoM no4vton. Co3gaHue NOYTOBbIX SALMKOB Ha 0OLLEeAOCTYMHbIX
calTax 1 Ha cepBepax yupexaeHuin. AopecHas KHura.

4. Yrpo3sbl naponsim.

5. CpaBHUTENbHasA XxapakTepUCcTMKa aHTUBUPYCHbIX Mporpamm.

6. 3akoHoZaTenbCTBO O NEPCOHamNbHbIX AaHHbIX.
7
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BesonacHOCTb NPpUMEHEHUS NNacTUKOBBIX KapT — 3aKOHOA4AaTENbCTBO U NPakTuKa.
MaoeHnTtndumkaumna no ronocy. CKpbITble BO3MOXHOCTH.
. byxranTepckas 0TYETHOCTb Kak MCTOYHMK paccekpeunsaHns MHopmauun.

10. NHdopmaLmoHHasa 6e30nacHOCTb: 3KOHOMUYECKME acnekThbl.

11. Be3onacHOCTb PO3HNYHOW TOProBMw.

12. Buonacnopr.

13. CpaBHuUTenbHas xapakrepucTmka CUMMETPUYHBIX U aCCUMETPUYHBIX METOAOB LN pOBaHUS.

14. OcobeHHOCTU 1 Npobrnembl NPUMEHEHNST BUOMETPUYECKNX CPEACTB 3aLlMTbl HOPMaLNN.

15. OTBETCTBEHHOCTb 3a HapyLUeHus B cdhepe MHEPOPMaLMOHHOrO npasa.

PekomeHaaumm no ohopmMieHnIo Nnpe3eHTaLum

MpeseHTaumMs HauyMHaeTCsl C TUTYNBHOMO NMCTa, COAEPXaLlero ee HasBaHMe U, BO3MOXHO, UMeEHa
aBTOPOB. 3TN 3NeMeHTbl 0ObIMHO BbigensaoTca 6onee KpynHbiM WPUATOM, YEM OCHOBHOWM TEKCT paboThl. Takke
Ha nepBbIN cnang LenecoobpasHo nomectutb norotvn BY3a, oT nuua koTopon genaetcs npeseHtaumsi. B
KayecTBe (poHa MEPBOrO JIMCTa MOXHO WCMNOMb30BaTb PUCYHOK wunu  doTorpacdumio, UMEIOLLYHo
HenocpeaCTBEHHOE OTHOLLEHME K Teme paboTbl, OAHAKO TEKCT MOBEPX TaKOro M3obpaXkeHWUst JOMKEH YnTaTbCs
oyeHb nerko. MNMogobHoe npaBuno cobniogaeTca n Ans oHa ocTasbHbIX JIMCTOB (CM. HKE). TeM He MeHee,
MOHOTOHHbIN QOH UNK QOH B BMAE MSATKOro rpaguMeHta OyaeT CMOTPETbCA Ha MEPBOM JIUCTE TOXE BOSHE
adppekTHO.

Ons odopmnenuss paboTbl crnegyeT WCMONb30BaTb CTaHAAPTHbIE, LUMPOKO PacnpoCTpaHeHHble
nponopumMoHanbHble WpndThl, Takme Kak Arial, Tahoma, Verdana, Times New Roman, Georgia n ap.

[na paboTbl n3Ha4YanbHO HeobxogMmMo nogobpaTtb LBETOBYI raMMy: OObIMHO 3TO TPU—TIISATL LIBETOB,
cpean KOTOpbiX €CTb Kak Tennble, Tak U xonogHble. OyeBngHO, NoGON M3 3TUX LBETOB OOSMKEH OTIMYHO
ynTaTbCsa Ha BblOpaHHOM paHee (DOHe; Manenwee NoAO3PEHME Ha TO, YTO UBET LWpudTa XoTs Bbl HEMHOrO
cnvBaeTcsi ¢ POHOM — M YTO-TO OOHO M3 3TOrO NMOANEXUT HEMEASIEHHOW 3aMeEHE: He BblHYyXAanTe Tex, AN KOro
JenaeTcsi Npe3eHTaunsi, NopTUTb 3peHME.

Hu B Koem crny4vae He CTOUT cTapaTbCs PasMEecTUTb Ha OOHOM NUCTE Kak MOXHO Gonblue TekcTa. [ns
TOro, YTOoObl NPOYECTb MENKUIA TEKCT, MHOTMM HEOOXOAMMO CYLLECTBEHHO HanpsraTb 3peHUe, U, CKOpee BCEro,
Mo CBOEN BOME HUKTO 3TO- o AenaTb He ByaeT. MoaTtomy, Yem Gornblle TekcTa Ha O4HOM NUCTE Bbl MPEATIOKUTE
ayauTopum, TEM C MEHbLLEN BEPOSTHOCTHIO OHA €ro NPoYnTaeT.

XopoLo M3BECTHO, YTO Ntobas peyb BOCMPUHMMAETCS HAMHOrO Iydlle, ecrii OHa NPOM3HOCUTCSA
OOKNagymMkoM, obpaTyBLUMM CBOWM B30p K ChnywiaTensiMm, akTU4eckn, Haxogswmmes ¢ ayauTopuen B nNpsiMmom
3puUTENBHOM KOHTakTe. Ecnv ke [oknaguvk HadmHaeT uutatb € nucTa, To 3dpeKkTMBHOCTbL nepeaaqu
MHGOPMaLMK 3HAYUTENBHO CHWXaeTcsi. U yXX COBCEM Hereno BbIMMSAUT YErnoBeK, AenatoLniA NpeseHTauuto,
Kkoraa emy npuxoauTCsl YATaTb TEKCT HEMOCPeACTBEHHO CO cranga. B atom cnydvae cnywarenu, kak npaBumo,
nepecTawT U crywatb, ¥ YuTaTb TO, YTO M300paxeHo Ha akpaHe. [Joknaguumky, noTepsiBLUEMY B TaKOM MOMEHT
BHUMaHWE ayauToOpuM, OYEHb CROXHO BEPHYTb €ro B AanbHerwem. CTapaTecb He UCMONb3oBaTb TEKCT Ha
cnaife kak YacTb BalLel peyu; nyylie NoMecTuTe Tyaa BaXkHble Te3Uchl U Nnb oanH—aBa pasa obepHUTECh K
HWUM, MOCBSITUB OCTarbHOE BPEMSI HEMOCPEACTBEHHOW KOMMYHMKaLUK ¢ Bawumu cnywatenamu. ObssaTenbHo
WNNIOCTPUPYIUTE  Npe3eHTauuio  pucyHkamu, oTorpadmamu, HarisgHbIMKM - cxemamu,  rpadmkamm  u
avarpammamu. FApkue KapTUHKA MpUBNEKalOT BHUMaHue Kyaa 3dhdeKkTUBHEE, YEM CyXOW TEKCT MNW, MOpOW,
Oaxe o4yeHb Hennoxasi pedb. M3obpaxkeHuto Bcerga criegyeT npuaaBaTh Kak MOXHO OONbLUMI pa3Mep; ecrn 3To
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BO3MOXXHO, UNMIOCTPALIMN CTOUT pacnpeaenuTb Nno HECKONbLKUM criaigam, Hexenu pasmMellaTb UX Ha OOHOM HO
B YMeHbLUeHHOM Buge. Moanucu BrnonHe O0MNycTUMO pacrionaraTb He Had U He nof usobpaxkeHueM, a cOoky,
€CIn OHO, Hanpumep, UMeeT BepTMKarnbHylo opueHTauuo. HeT Hu4ero 3abaBHee, YeM ManeHbkas KapTUHKa U
noanuch K HEl, BbIMOMHEHHas KPYMHbLIM LLPUGTOM.

W, HakoHell, 3aBepluaTb paboTy criedyeT KpaTKUM pPesioMe, COAepXKallyM €€ OCHOBHbIE MOMOXeHUs,

BaXXHbl€ JaHHbIEe.

LWKAJTA U KPUTEPUN OLUEHUBAHUA NPE3EHTALIUU
AN OYHOM U OYHO-3a04HOWN hopM 0GYyYEeHUsA

OueHka «3a4TeHO» BbICTaBnseTCs obyyatoLemycsi npy cobniofeHun cneayoLmnx yCrnoBuii:

- copaepXaHve 3aaHuns NosIHOCTbIO COOTBETCTBYET €€ TEME;

-BblCOKasi/jocTaToYHas/npueMnemMasi NonHoTa U rmyGuHa packpbITUS TEMbl Npe3eHTauum;

- CTeneHb CaMOCTOSITENbLHOCTM O6y4aloLlerocs npu MOAroTOBKE MNpes3eHTauuMn He Bbi3biBaeT

COMHEHMUS;

- obwue TpeboBaHMA K OOPMIEHWIO MPE3EHTaUMN COBMIOAEHbI MOMHOCTLIO/ COGMIOAEHb! Ha

npnemMmmnemMmom ypoBHe;

- YpOBEHb MOHUMaHUA o6yqa+ou.|,mmc9| MmaTtepuana, OTpa)KéHHOFO B npeseHTauunn, cooTBeTCTBYyEeT

Tpe6yemomy NOMHOCTLI/HAaxXo4UTCs Ha npnemMmrnemMom ypoBHe.

BOoNoOA~MWONE

28.
29.
30.
31.
32.

0.

OueHKa «He 3a4TeHO» BbICTaBnseTcs obyyarolwemMycs npyu cobnogeHn CneayoLLmMX YCnoBuiA:

- coepxaHue npeseHTaLmMn He COOTBETCTBYET €€ TeME;

- He NpuemMnemasi NonHoTa U rMyo6unHa PackpPbITUS TeMbI NPe3eHTaLMu;

- CTeneHb CaMOCTOSTENIbHOCTM 0GYy4YatoLLMMCS NPU NOArOTOBKE NPe3eHTaLMM Bbi3bIBAET COMHEHNS;
- YPOBEHb MOHMMaHUs 0By4YatoLLMMCs MaTepuarna, He COOTBETCTBYET MUHMMArbHO Tpebyemomy.

MepeyeHb 3ag4aHU AN KOHTPONbHBLIX paboT
obyvarowmxcs 3ao4Hon hopMbl 0OyUeHUs

HacTtpoiika 6e3onacHoctn OC Windows npu paboTte B ceTn

OpraHusauus mep no sawute

PaspaboTka meToamkn NpoTMBOAENCTBUST COLMANbHOMY UHXUHUPUHTY

OpraHusaums aHTUBUPYCHOW 3aLuTbl YAaCTHOrO NpeanpusTusi ¢ 25-t0 pabourmm ctaHuusimm
OtnpaBka coobuieHus B byayluiee

Kpuntorpaduyeckme cmctembl 3amTbl AaHHbIX

Mpectynnenunsa B cdhepe KOMMNbIOTEPHOW MHGOPMAaLLMK

KomnbtoTepHasi NpecTynHOCTb N KOMMNblOTEPHas 6e30MacHOCTb

OTBETCTBEHHOCTL 3a HapyLLeHWs B cchepe MHAOpMaLMOHHOIO npasa

KoMnnekc TEXHUYECKNX peLLEHNI No 3awmTe MHopMaLMK, 3anncaHHOM Ha OTYYXXOaeMbIX
3NEKTPOHHbIX HOCUTENSIX.

. [NpoekTnpoBaHue cmctembl MHPOPMAaLMOHHOM 6e30MacHOCTH
12.
13.
14,
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25,
26.
27.

CoBpeMeHHble yrpo3bl U KaHarbl yTeYkU MHPOPMaLMM B KOMMbIOTEPHbBIX CETAX

[MpaBoBasi oxpaHa nporpamm ana 3BM n 6a3 gaHHbIX

PekpeaumnoHHas reorpacusi

HacTpolika napameTpoB 6e3o0nacHOCTU onepauuoHHon cuctembl Windows

Ontummszauma OC Windows Vista ¢ uenbto obecneveHns nHpopmaumoHHon 6e3onacHoCTH
AomuHuctpupoaHme OC Windows

BesonacHocTb gannosbix pecypcos cetn Windows

PaspaboTtka nporpaMmmbl npuema un nepegadm coobLueHni B nokanbHom cetn Microsoft
OueHKa 1 aHanu3 CTPYKTYpbl CUCTEMbI 3aUTbl HGOPMaLIMK

MeTogb! 3aWnTbl HPOPMALIMM B TENEKOMMYHMKALMOHHBIX CETAX

3awuTta nHpopmMauum OT HECaHKLIMOHUPOBAHHOIO 4OCTYNa METOAOM KpunTonpeobpa3oBaHus
MpectynneHusa B cdhepe KOMMNbIOTEPHON MHOPMAaLIMK : KPUMUHONOIMYECKUA aHanmn3
OO6wwas xapakTepucTvka NpecTynneHni B chepe KOMMNbIOTEPHON MHGOPMaLIMK

lMoHATWe 1 xapakTepucTuka npecTynneHni B cpepe KoOMNbloTEPHOM MHGOpMaLLMK
PaccnegoBaHuve npectynneHun B cdhepe KOMMNbLITEPHOW UHopmauum

MpakTuka NnpuBnNeYeHns K agMUHUCTPATUBHOW OTBETCTBEHHOCTM JTML, COBEPLLMBLLMX NPaBOHAPYLLIEHUS
B obnacTtu usbuparenbHoro npasa

[MpaBoBble 0CHOBLI 0OecneveHns nHPopMaLmoHHoM 6e3aonacHocTn Poccuinckon degepaunm
Mpobnembl 3aWwmTbl MHDOPMaLUK

VHdopmaLmMoHHOEe NpaBo 1 NpaBoBas 3alimMta uHopmaumm

lMpaBoBoe perynupoBaHue B cchepe 3awmnTbl MHGHOpMaLMm

lMpoekTnpoBaHWe cuctembl MHOPMaLMOHHON 6e30nacHOCTK
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http://bibliofond.ru/detail.aspx?id=893912
http://bibliofond.ru/detail.aspx?id=893679
http://bibliofond.ru/detail.aspx?id=609359
http://bibliofond.ru/detail.aspx?id=136546
http://bibliofond.ru/detail.aspx?id=74811
http://bibliofond.ru/detail.aspx?id=74810
http://bibliofond.ru/detail.aspx?id=36652
http://bibliofond.ru/detail.aspx?id=36616
http://bibliofond.ru/detail.aspx?id=36595
http://bibliofond.ru/detail.aspx?id=35002
http://bibliofond.ru/detail.aspx?id=35002
http://bibliofond.ru/detail.aspx?id=446068
http://bibliofond.ru/detail.aspx?id=67579
http://bibliofond.ru/detail.aspx?id=12062
http://bibliofond.ru/detail.aspx?id=9914
http://bibliofond.ru/detail.aspx?id=607571
http://bibliofond.ru/detail.aspx?id=445771
http://bibliofond.ru/detail.aspx?id=446792
http://bibliofond.ru/detail.aspx?id=73588
http://bibliofond.ru/detail.aspx?id=446217
http://bibliofond.ru/detail.aspx?id=451630
http://bibliofond.ru/detail.aspx?id=16226
http://bibliofond.ru/detail.aspx?id=74795
http://bibliofond.ru/detail.aspx?id=111035
http://bibliofond.ru/detail.aspx?id=135032
http://bibliofond.ru/detail.aspx?id=111156
http://bibliofond.ru/detail.aspx?id=440342
http://bibliofond.ru/detail.aspx?id=446937
http://bibliofond.ru/detail.aspx?id=29046
http://bibliofond.ru/detail.aspx?id=440213
http://bibliofond.ru/detail.aspx?id=446068

33.
34.
35.

36.
37.
38.
39.
40.
41,
42.
43.
44,
45,
46.

47.

48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.
74.
75.
76.
77.
78.
79.
80.
81.
82.
83.
84.
85.
86.
87.
88.
89.
90.
91.
92.

CoBpeMeHHbIe Yyrpo3bl U KaHarbl yTeYKU MHOPMaLIMM B KOMMBbIOTEPHbBIX CETSX
AHTMBMpPYCHas 3awwmTa N0 onsa cepeepos

anIHLI,VII'IbI pa60TbI C 3ﬂeKTpOHH017I noyton. CosgaHme NoYToBbIX SLLMKOB Ha OGLLI,GAOCTyI'IHbIX cantax n

Ha cepBepax yypexaeHuin. AgpecHas kHura. Hactpovika Outlook Express
OpraHusaumsi 1 PYyHKLMOHUPOBaAHNE SNEKTPOHHOW MOYTbI

3almTa anekTpoHHOM NoyThl B Internet

OneKTpoHHas no4Tta Kak cepBuc rnobanbHol ceTn. MNpoTokonbl nepegayn NoyThl
3awmra uHgopmauum B UHTEpHET

Cuctemsl 06Hapy>|<eHM;| aTak. (AHaJ'IVI3aT0pr CeTeBbIX NMPOTOKOJ1I0B U CETEBbIE MOHI/ITOpr)

CnaM 1 HopMbl NOrb30BaHUS CETbIO

Poccuiicknin pbiHOK MHGOpMaLMoHHON 6e3onacHoCTH
WHdopmaumsa n nuuHas 6esonacHocTb
KomnbloTepHasa npecTynHocTs B Poccun.
Monb3oBaTenu 1 3noymblWNeHHWKK cetu Internet.

3awura ot cboeB B ANEKTponnTaHuu. MICTOYHUKM 6ecnepe60|?1Horo NATaHNA: Ha3Ha4vYeHune,

XapaKTepUCTUKW, MPUHLMMBI paboTh.

3awmTa oT OpPMMPOBaHUS SMEKTPOMArHUTHbIX nonen (M3nyyveHun). Cpeacrea 3awutbl kabenbHow

CUCTEMBI.
CpepncTea 3awuThl OT CO0EB B paGoTe YCTPOMCTB XpaHEeHUS MHGOPMaLIMK.
BriomeTpuyeckne cpeacTea v TEXHOMOMMIN YCTaHOBIEHUS NOAMMHHOCTMY.

OcobeHHOCTM 1 NpobnemMbl NPUMEHEHUS BUOMETPUYECKUX CPEeACTB 3alUnTbl MHpopMaLn.

Yrposbl naponsm.

Mopgenwu pasrpaHuyeHus npase gocryna.
Vcnonb3oBaHue ungpoBon NOAMUCK U X3LL-PYHKLWA.
MoHATMe undpoBbIX cepTndmKaToB.

Crangapt wudpposaHusa AES.

Crangapt wudpposaHus RIJNDAEL.

CpaBHUTENbHas XxapakTepUCTUKa CUMMETPUYHBLIX U aCCUMETPUYHBIX METOAOB LUMPOBAHWSI.

CTpyKTypa COBPEMEHHbLIX KOMMNBIOTEPHBLIX BUPYCOB.
Moapo6bHoe onmcaHme OCHOBHbIX KIacCcoB BUPYCOB.
TposiHCKMe BUPYCHI.

Bupychbl - yepsn.

MonumopdHbIe 1 cTenc - BUpYChbI.

Monutnka 6e30MacHOCTN aHTUBUPYCHBIX NPOrPaMM.
CpaBHuTENbHast XapaKTePUCTUKA aHTUBUPYCHbBIX NPOrpamMm.
Monutnka 6esonacHocTn GpaHamayapa.

dunbTpaunsi NakeToB: JOCTOMHCTBA U HELOCTATKM.
Mpokcu - cepBepbl.

OcobeHHoCcTM 3alWmnThl 6a3 AaHHbIX.

CTtaHgapTbl 3aLMLLEHHOCTH.

MeTtoabl 60pb0bl C PULLIMHIOBLIMK aTakaMmu.
3akoHO[aTeNbCTBO O NEPCOHAaNbHbIX AAHHbIX.
3awmTta aBTOPCKMX Npas.

HasHauyeHune, PyHKLMN 1 TUMNbI CUCTEM BUAEO3ALLMTI.

Kak nognuceiBatb ¢ nomoLubio AL anekTpoHHbIE JOKYMEHTbI Pa3nuyHbIX YOPMaToB.

O630p yrpo3 n texHonorunn 3awmtel Wi-Fi-ceTen.
Mpobnembl BHEQPEHUSA ANCKOBOTO LN POBAHKS.

Bopb6a co cnamMom: OCHOBHbIE NMOAXOAbI, Knaccudmkaums, npMmepbl, MPOrHo3bl Ha Gyayluee.

OcobeHHOCTM npoLeccoB ayTeHTUMKaLMM B KOPNOPATMBHON cpede.
KBaHTOBaga kpuntorpadus.

YTeukn nHpopmauun: Kkak nsbexartbs. besonacHoCTb cMapTdOHOB.
Be3onacHOCTb MPMMEHEHMS MacTUKOBBIX KapT - 3aKOHOA4ATENbCTBO M NpakTyKa.
3awmta CD- u DVD-gMCKOBOT KOMMPOBAHWSI.

CoBpeMeHHbIe yrpo3bl U 3aLiuTa SEeKTPOHHOW NOYTbI.

[MporpaMmmMHble cpeaicTBa aHanmsa nokanbHbIX ceTer Ha NpeaMeT YA3BUMOCTEN.
Be3onacHOCTb NPMMEHEHMS MNaTEXHbIX CUCTEM - 3aKOHOAATENbCTBO M MPAKTUKa.
AyouT nporpaMMHOro kofa no TpeboBaHusim 6e3onacHocTu.

AHTUWNMoHckoe MO (antispyware).

Ob6ecneveHune 6esonacHocTn Web-cepBuncos.

3awuTa oT BHYTPEHHUX YIPo3.

TexHonoruun RFID.

YHUYTOXEHME NHAOPMALIMM HA MArHUTHbLIX HOCUTESSX.

BoTHeTbI - Nawgapm CoBpeMEHHbIX KubepaTak.
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http://bibliofond.ru/detail.aspx?id=445781
http://bibliofond.ru/detail.aspx?id=73592
http://bibliofond.ru/detail.aspx?id=33973
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http://bibliofond.ru/detail.aspx?id=34005
http://bibliofond.ru/detail.aspx?id=34013
http://bibliofond.ru/detail.aspx?id=34044
http://bibliofond.ru/detail.aspx?id=34616

93. LUudpoBble BoasHbIE 3HAKN B U300PaKEHMSAX.

94. 3neKTpOoHHbIM OoKyMeHToobopoT. Mogenu HapyLumMTens.

95. NpeHtudukaumsa no ronocy. CKpbITble BO3MOXHOCTM.

96. be3onacHOCTb OKeaHCKUX NOPTOB.

97. Bbe3onacHoCTb CBA3MN.

98. be3onacHOCTb PO3HUYHOW TOProBMN.

99. baHkoBcKkas 6e30MacHOCTb.

100. iHdopmaTursaums ynpaeneHus TpaHCNopTHOW 6e30nacHOCTLH.
101. Buonacnopr.

102. O630p coBpeMEHHbIX NNaTdopM apxuBaLmmn AaHHbIX.

103. YT0 Takoe KoHcanTuHr B obnactu Vb.

104. ByxranTepckas OTYETHOCTb Kak MCTOYHUK paccekpeunsaHns MHopmMaunu.
105. YnpaBneHwue puckamu: 0630p ynotpebuTenbHbIX MOAXOAO0B.

106. KateropupoBaHue nHopmaumm n MHMPOPMaLMOHHBIX CUCTEM.
107. ObecneyeHne 6a30BOro ypoBHSA MHOPMAaLMOHHON 6e30NacHOCTY.
108. PacnpepeneHHble atakv Ha pacnpeieneHHble CUCTEMBI.

109. OueHka 6e3onacHOCTM aBTOMaTU3MPOBAHHLIX CUCTEM.

110. dyHKUMOHanNbHasi 6e30MacHOCTb NPOrPaMMHbIX CPeaCTB.

111. TexHonoruyeck1e npoLecchl 1 cTaHaapTbl obecneyveHns yHKUMOHaNbHON 6e3onacHoCT B
112. XN3HEHHOM LMKINe NporpaMmHbIX CpeacTB.

113. NHdopmaumoHHast 6e30nacHOCTb: 3KOHOMUYECKUE acneKTbl.

Tema KOHTpoOnbHON paboTbl BbIBMpaeTcs No nocrnegHen uudpe HomMmepa 3a4eTHON KHUXKKK.

LWLkana u KpuTepun oLeHMBaHUSA KOHTPOJIbHOW PaboTbl ANA 3ao4yHON (POPMbI OOYyYEHUs

OueHka «3a4TeHO» BbiCTaBnseTcsa oby4varoemMycs npy cobniogeHnn crieqyowmx yCrioBUi;

- cofepXaHune 3afaHns NONMHOCTBI0O COOTBETCTBYET € TEME;

- BblCOKasi/gocTaToyHas/npuemnemas nonHoTa 1 rmybmHa packpbiTUS TEMbl KOHTPONbHOW PaboThl;

- CTeneHb CaMOCTOSITENBbHOCTU OOyYaroLerocsi Npu NOAroTOBKE KOHTPOSIbHOW paboTbl HE BbI3biBAET
COMHEHWS;

- obwme TpeboBaHUA K 0OPMIIEHMIO KOHTPOSbHOM paboTbl cobntoaeHbl NOMHOCTLHIO/ COBMnoAEHbl Ha
NPUEMIIEMOM YPOBHE;

- YpPOBEHb MOHMMaHus obyvalwmMmca MaTepuana, OTPaKEHHOro B KOHTpONnbHOW paboTe,
COOTBETCTBYET TPEOYEMOMY MOMHOCTbI/HAX0AUTCA Ha MPUEMIIEMOM YPOBHE.

OueHka «He 3a4TeHO» BbICTaBMNAETCS 00yyaroLemMycst Npu cobnoaeHUM CneayroLwmx YCnoBui:

- copepxaHue KOHTPOISIbHOM paboThbl HE COOTBETCTBYET €€ TEME;

- He NpuemMremas norHoTa u rnyomnHa packpbITUS TEMbl KOHTPOMBHON paboThl;

- CTeneHb CaMOCTOATENbHOCTM OOyYaroWmMMCs NPy MNOATOTOBKE KOHTPONbHOW paboTbl Bbi3biBAET
COMHEHMHS;

- YPOBEHb MOHUMaHNs obyYaroLWMMCa MaTepuana, He COOTBETCTBYET MUHMMAIbHO Tpebyemomy.

3.2 BONPOCHI
Ansi cCaMOCTOATEeNbHOro U3y4yeHusi Tem
Tema B cocTaBe pasgena/ dopma
Homep PacueTHas
BOMPOC B COCTaBe TeMbl pasaena, TeKyLLero
pasgena TPYOOEMKOCTb,
BbIHECEHHbIE KOHTpOMs
AVCLMNIUHBI yac.
Ha CaMOCTOATENbHOE U3yveHune no Teme
1 2 3 4
OuyHas/ o4HO-3a04Hast popma 0by4eHns
3 O deKkTMBHbIE MEPBI aHTUBUPYCHOW 3aLLUThI -120 npeseHTaums
3 Hosewwne annapaTtHble cpeacTea 3alwmTbl HGOpMaLun -120 npeseHTaums
3ao4yHas dhopma oby4veHus
3 OdbheKkTMBHbIE MEPBI aHTUBUPYCHOW 3aLLUTHI 28 onpoc
3 Hosewwmne annapaTtHble cpeacTea 3awwmTbl HGOpMaLnn 26 onpoc
3 Hoseviwmne nporpamMmmHble cpeacTBa 3alumTbl MHopMaLumm 26 onpoc
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Mpumeyanue
YyebHas, yuebHo-MmeToamYeckas nutepaTypa W UHble OMONMOTEYHO-MHAOPMAaLMOHHBIE PECYpChbl U cpeacTBa
obecnevyeHns camoCTOSATENBHOIO N3yyYeHns TeM — cM. Mpunoxenus 1, 2, 3, 4.

OBLLUUN ANTTOPUTM
CaMOCTOATENIbHOIO U3y4yeHus TeMbl

1) O3HaKOMUTBCA C PEKOMEHA0BAHHON y4eOHON NUTEPaTypPO U SNEKTPOHHBIMKU pecypcamu no Teme
(opueHTUpYsiCb Ha BONPOCH! A1 CAMOKOHTPONS).

2) Ha aToi 0CHOBE COCTaBUTb Pa3BEPHYTHIN MMNaH U3NOXEHUS TEMbI

3) BeibpaTtb hopmy OTYETHOCTM KOHCMEKTOB — Npe3eHTauus (4N o0y4atoLwmnxcs 04HOM M O4YHO-3a04HOM hopM
064eHus)

2) OhopMUTb OTYETHBLIN MaTepuan B yCTAaHOBMEHHOW hOpMe B COOTBETCTBMM METOANYECKUMU peKoMeHaaum

3) I'Ipoaecm CaMOKOHTPOJ1b OCBOEHUNA TEMbI NO BOMpPOCaM, BbldaHHbIM NnpenogaBaTterniem

4) MpepocTtaBuUTb OTYETHBLIM MaTepuan npenogasaTesnto No CornacoBaHMo C BeayLLMM npenogasaTenem

5) MoproToBUTLES K NPEAYCMOTPEHHOMY KOHTPOMbHO-OLIEHOYHOMY MEPOMNPUATMIO MO pe3ynbTatam
CaMOCTOSATENIbHOMO M3yYeHU s TEMbI

6) MpuHATL y4acTve B yKazaHHOM MepOonpusiTUM, MPOUTU pyGEXHOE TECTUPOBaHMWE MO pasdeny Ha ayauTopH
3aHATWN 1 3aKIMI0YUTENBHOE TECTMPOBAHWE B YCTAHOBMEHHOE ANA BHEayAUTOPHON paGoThl Bpems

BOMNPOCHI
AN CaMOCTOATENbHOIO U3Yy4YEHUs TeMb
«dpheKTUBHLIE MEPbI aHTUBUPYCHOMN 3aLMUTbI»

1. Kak Ha3bIBaeTcs aTan, B Xo04e KOTOPOro BUPYCHLIN KOA4 MOXET BOCNPOM3BOAUTL cebsa B Tene
Apyrux nporpamm?

2. Kak, oqHMM CNoBOM MOXHO Ha3BaTb BPEOOHOCHYIO nporpammy?

3. Kak Ha3biBaloTCA BMPYChI, UCMOMb3YHOLME OS5 pacnpoCTpaHeHUs ceTeBbIE PeCypChbl?

4. OT KaKoro Tuna BMPYCOB 3apaKeHNe KOMMboTepa NPONCXOAUT NpU OTKPbITUK hanna?

5. Kak Ha3blBaeTCA Knacc BUPYCOB, KOTOPbIE MpY BO3AENCTBMU HE MeLlatoT paboTe
KomnbtoTepa?

6. Kak Ha3biBaeTcs nporpamma, npegHasHavyeHHasa ansa ycTpaHeHust BUpYcoB?

7. K kakoMy Buay aHTUBMPYCHbIX Nporpamm otHocutca Avast?

O6LWMn anropuTmMm CaMoOCTOATENTbHOIO N3Y4YEeHUA TeMbl

1) O3HaKOMUTLCS C PEKOMEHLOBAHHOM Y4eOHON NUTEpaTypor 1 ANEKTPOHHBbIMU pecypcamm no Teme
(OpveHTMpYsiCb Ha BOMPOCHI, BbldaHHble NpenogaBaTteniemM Ans NoAroToBKN K TabopaTopHOMY 3aHSATUIO)

2) MNMpoBecTy CaMOKOHTPOIb OCBOEHMS TEMbI MO BOMPOCaM, BblAaHHbIM NpenogaBaTesniem

3) MoproToBMTLCA K NPEAYCMOTPEHHOMY KOHTPOIbHO-OLIEHOYHOMY MEPONPUATMIO MO pesysibTaTam
CaMOCTOATENBHOIO N3y4YeHust TEMbI (ONpocy)

BOMPOCHI
ANsl CAaMOCTOSAITeNIbHOro NU3y4YeHUst TeMbl
«HoBeMune annapaTHble cpeacTBa 3aWmTbl MHhopMauuny

1. NoHATHe BpegOHOCHOW NporpamMmbl.

2. MexaH13Mbl CTaTU4ECKOrO CKPbITUS BPEAOHOCHOTO NPOrPaMMHOro Koga.

3. MexaHun3mbl CKpbITHOCT BPEAOHOCHbIX MPOrpaMM Ha dTane BbINOSIHEHUS.

4. Knaccndukauusi 1 OCHOBHbIE OCOBEHHOCTU pasfinyHbIX BUOOB BPEAOHOCHbIX MPO- rpamm.

5. BpegoHocHble AeNCTBUS KOMMbIOTEPHbLIX MPOrpamMmm, NpMBoadLLNE K HECAHKLMOHMPOBAHHOWN
MoaudmKaumm KOMNbTEPHOW MHGOPMaLMN.

6. BpeaoHoCHble 0EeNCTBUSA KOMMBIOTEPHBIX MPOrpaMMm, NPMBOAALLNE K HECAHKLVMOHMPOBAHHOMY
yaaneHuio 1 6rokMpoBaHMI0 KOMMbIOTEPHON MHGOpMaLIMK.

7. Bugpl nporpammMHo-ynpaBnisieMoro KonMpoBaHus KOMMNbOTEPHON MHGOPMALIUK.

8. MNMporpaMmHble HapyLleHns paboTel OBM u nx Buapl.

9. Cnocobbl NOAroTOBKM BPEAOHOCHbIX MPOrpaMMm K 6€3yCrioBHOMY 3arycKy.
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10. BO3MOXHOCTM NporpamMmmHbIX 3aknagok. Buabl n cnocobbl nporpammHOro nepe- xsata
KOMMbIOTEPHON MHCPOPMaLINK.

11. KoMnbloTepHble BUPYChbI: UX BUObI, OCOOEHHOCTY BUPYCHOrO MHPMLMPOBaHNS, UCMONb3yeMble
OEeCTPYKTUBHbIE AENCTBUS.

12. OcobeHHOCTY pacnpocTpaHeH s 1 PyHKLMOHUPOBAHUS BPe4OHOCHbBIX MporpamMmm CeTeBoro
TMna.

13. MoHATME O «TPOSHCKUX» MporpaMmax U Ux PyHKUusIX. MNporpammbl-«I>KONHEPDLI».

14. Cnocobbl CKPbITOro BHEAPEHNS 1 3anycka BPe4oHOCHbIX NPOrpaMM B MHTEPaKTUBHOM
pexume.

15. Bugbl aBTOMaTUYECKOro 3anycka BpeJoHOCHbIX MporpaMm

16. TpagMuMOHHbIE CNOCOOLI aHTMBMPYCHON 3aLUNTBI U CPaBHUTENbHAs OLEHKa UX
apheKTMBHOCTH.

Oo6wwmn anropuTmMm CaMmoCTOoATEeSIbHOIO N3y4eHUs TeMbl

1) O3HaKOMUTBCA C PEKOMEHA0BAHHOMN y4eOHON NUTEPaTYPO U SNEKTPOHHBIMWU pecypcamu no Teme
(opveHTUpYsiCb Ha BOMPOCHI, BblAaHHblE NpenoaaBaTteneM Ans NoAroToBkM K TabopaTopHOMY 3aHATUIO)

2) I'Ipoaecm CaMOKOHTPOJ1b OCBOEHUA TEMbI MO BONPOCaM, BbiAaHHbIM npenogaBsaTteriem

3) MoparoToBUTLCS K NPEAYCMOTPEHHOMY KOHTPOSbHO-OLEHOYHOMY MEPONPUSITUIO NO pesysibTatam
CaMOCTOSATENIbHOro M3yYeHUsi TeMbl (Onpocy)

BOMNPOCHI
AN CaMOCTOATENbHOIo U3Yy4YeHUs TeMb
«HoBenwwmMe nporpaMmmMHbIe cpeacTBa 3alWmTbl MHopMaLUny»

MakeTbl NpMKNagHbIX NporpaMm aBTOMaTU3NPOBaHHbIX pabounx mect (APM).

Ba3sbl AaHHbIX BbIMUCINTENbHbBIX CETEN.

MporpammMHbie cpeacTBa aBTOMaTU3MPOBAHHLIX cucTem ynpaeneHus (ACY).

MporpammHbie cpeacTBa MaeHTUUKALMM N3roTOBUTENS NPOrPaMMHOro (MHpOPMaLMOHHOTO)
NpoAyKTa, BKMOYas cpeactsa ngeHTudmkaumum aBTopcKoro npasa.

bl .

O6LWKMn anropuTmMm CaMOCTOATEINTbHOIO N3Y4YEeHNUA TeMbl

1) O3HaKOMUTLCS C PEKOMEHLOBAHHOM Y4EOHON NUTEpaTypor U ANEKTPOHHBIMU pecypcamm no Teme
(OpveHTUpYsiCb Ha BOMPOCHI, BbldaHHble NpenogaBaTtenem Ans NoAroToBKN K TabopaTopHOMY 3aHSATUIO)

2) MpoBecTy caMOKOHTPOb OCBOEHMS TEMbI MO BOMPOCaM, BblaaHHbIM npenogaBaTenem

3) MoproToBMTLCA K NPEAYCMOTPEHHOMY KOHTPOIbHO-OLIEHOYHOMY MEPONPUATMIO MO pe3ysbTaTam
CaMOCTOATENBHOIO N3y4YeHust TEMbI (ONpocCy)

LUKANA N KPUTEPUN OLEHMBAHUA OMNPOCA
Ansa 3a04Hon hopmbl 0OyUveHUsA

- OLUEeHKa «3a4TeHO» MO CaMOCTOoATESIbHO VI3y‘-IeHHOl7I TeMe BbICTaBiAeTCA 06yqa}ou.|,emyc;|, ecnu
OH, NpuUHMMan akTMBHoe y4yactune B 060y>|<,u,eH|/||/| TeMbl Ha naGopaTopHoPl 3aHATUN, @ UMEHHO: BbICTYNUI
Ha J'Ia60paTOpHOM 3aHATUM NO OQHOMY U HECKOJTIbKMM BOMpoCaM TeMbl, gan 00OCHOBaHHbIE OTBETHI
Ha BOMPOCHbI, 3adaBasi BONpPOChbl N0 TeMe Apyrnm 06y‘-IaI-OUJ,VIMVICFI.

- OUeHKa «He 3a4TeHO» MO CaMOCTOATEeSIbHO VI3y'-IeHHOl7I TeMe BbICTaBndeTcA 06yqa+ou.|,e|v|y09|,
€Clln OH, He npuHMMas akTuBHoe yyacTtue B OGCy)K,D,GHI/II/I TeMbl Ha J'IaGOpaTOpHOM 3aHATUN, @ UMEHHO:!
He BbICTYynun Ha J'IaGOpaTOpHOM 3aHATUM NO OAHOMY WINMN HECKOJIbKMM  BOMpocamM TeMbl, He Aan
000CHOBaHHbIE OTBETHI Ha BOMPOCHI, HE 3aaBal BONpoChbl N0 TemMe Apyrum 06y‘-IaI-OUJ,I/IMVICFI.
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YacTtb 3.3 CpeacTBa oNnA TEeKyLWeEro KOHTPoss

3AO0AHUE
K nabopaTopHbLIM 3aHATUAM

MHPOPMALIMOHHAA BE3OMNACHOCTb B COLIMATIbHbIX CETAX

CoumanbHasa ceTb — nnatdopmMa, OHNanH-cepBuC Unn BeG-canT, NnpegHa3HavYeHHble A5t MOCTPOEHUS,
OTPaXXEHUs1 U OpraHM3aunM coumnanbHbIX B3aMMOOTHOLLEHUI, BU3yanusaumnein KOTopbIX ABMSOTCS coumnanbHble
rpadbl.

XapakTepHbIMU 0OCOOEHHOCTSIMM COLManbHON CeTU SABMSAIOTCS:

—  CcO3gaHue NU4HbIX npodunen (My6rnnyHbIX unmn nonynybnmnyHbix), B KOTOPbIX 3a4acTylo TpebyeTcs ykasaTb
peanbHble NepcoHanbHble AaHHble UM Apyryto MHdopmaumio o cebe (Mecto y4ébbl M paboTbl, x066m,
XU3HEHHbIE NPUHLMNbLI U Ap.);

— npeAocTaBneHne NpakTUYecky NOSTHOrO CnekTpa BO3MOXHOCTEN Ans obmeHa nHdpopmauuel (pasmeLleHre
doTorpacuii, Buaeo-3anucen, pasMeLleHne TEKCTOBbIX 3anucen (B pexume 6noroB unm Mukpobroros),
opraHu3aumst TeMaTu4ecknx coobLLecTB, OOMEH NTMYHLIMWU COOOLLEHUAMUN U T. .);

— BO3MOXHOCTb 3afaBaTb W MOJAEPXKMBaTb CMUCOK OPYrMX MONib3oBaTenen, ¢ KOTOPbIMU Yy HEro UMETCS
HEKOTOpble OTHOLLEHMS (Hanpumep, ApYX0bl, poACTBa, AeMNOBbIX U pabounx CBs3en 1 T. 1.)

MonynapHocte B WHTepHeTe coumanbHble ceTu Hadanu 3aBoéBbiBatb B 1995 rogy, € nosiBNeHuem
amepukaHckoro noptana Classmates.com («OgHOKNACCHUKMY» SABASAIOTCA €ro pycckum aHanorom). [poekT
oKasancsi BeCbMa YCMeLwHbIM, YTO B CriegyroliMe HEeCKONbKO feT CNpoBOLUMPOBano MOsiBlieHWe He OAHOro
OecaTka aHanornyHbIX cepBucoB. Ho odumumanbHbIM Hadanom Gyma coumarnbHbIX CETEN MPUHATO cuMTaTbh
2003—2004 rr., korga 6binu 3anyweHsl LinkedIn, MySpace n Facebook.

Llenb nabopamopHol pabomel: nccrneaoBaTh 3alMLLEHHOCTb MHAYOPMAaL MU NONb30BaTENA B Pa3fMYHbIX TUNax
coumanbHbIX CETEN U NPOBECTM CPaBHUTENMbHLIN aHanus, BbiBMB Hanbornee 6e30nacHyo U3 HUX.

B pamkax nabopatopHon paboTbl crieqyeT NMO3HaKOMMUTCS C TakMMK coumanbHbiMU ceTsiMu, Kak: Facebook,
Instagram, Google+, LinkedIn, MySpace, BKoHTakTe, OqHOKNacCHUKM.

M3yunte wMaTtepumanbl Kacawwmecss MHPOpMaUMOHHOM Ge3onacHOCTM B coumarnbHbIX  CETAX, Kak
npeacrtaeneHHble Bam B pamkax nabopaTtopHon paboTbl, Tak U pa3meLLeHHble B ceTn NHTepHeET.

Ha ocHoBaHunM nony4yeHHOW uHopmauuKn, Bblibepute 7 KPUTEPUEB, TaK WM MHA4Ye XapaKTepuayrLmx
MHpopMaLMOHHY0 6e30MacHOCTL MO KOTOpbIM Bbl OyaeTe cpaBHMBATL coLMarnbHbIe CETU MeXOy COOOMN.
JTabopatopHas paboTta BbinonHaeTcs uHanBMAayanobHo. lpumeyaHue: obydarowulicss Moxem 8bibpampe ceou
Kpumepuu.

PaccraBbTe 3HaUMMOCTb KpUTEpPMEB (BECOMOCTb) B CUCTEME OLIEHKM, Tak 4YToObl 0bLad cymma cocTaBnsina
100. 3710 nos3BonuT Bam paHxupoBaTb BaXHOCTb KpuTepusa B oOWen cucteme oueHku. Becomocmb
npocmaeJsisiemcs 1o coas1acoeaHurd MHeHUs1 ecex y4acmHukoe apynnsi!!l!l 3anonHuTe Tabnuuy 1.

Tabnuya 1
Bbi60p KpuTEpPMEB MHPOPMALIMOHHOM BE30MAaCHOCTU CoLMalibHOM CETU N OLIEHKA UX 3HAYMMOCTHU
Kpumepuu Becomocmb

NO|GA W

n

MpoBeguTe aHanu3 6e3onacHOCTM MHGAOPMaLMM B COLManbHOM CETU MO BCEM BblOpaHHbIM Bamu kputepusm,
MHOpMaLMIO NO KaXgoW nporpamme 3aHecuTe B Tabnuupl 2-6. Kaxdbili cmydeHm cam 3anoJiHsiem ceou
mabnuybl, usnazas mam ceou apa2ymeHmsbi!!ll 3atem oueHWTe nNpeacTaBneHHble pesynbTaTbl Mo
NATMOaNNbHON LWKane u 3aHecute pesynbTaTel B Tabnuuy 7.

Paccuntante cpeaHIOl0 OLEHKY WCXOO4A M3 MHEHUS YeTblpex 3SKCMNepToB, KOTOPbIMM BbiCTynaeTe Bel.
Paccuntante komnnekcHbli kputepuin MB. 3anonnute tabnuuy 8.

3adaHue MOXHO 8bIMOJMHAMb Kak 8 mempadu, mak u e chalisie. INeKmpoOHHbII omyem cdaemcsi
npenodaeamerio Nymem omnpaeku Ha 3/IeKMPOHHYH MoYMy KaxxObiM cmydeHmoM, mak kak mabnuuybi
2-6 y Bac pa3Hbie. 3niekmpoHHbIU adpec: tv.monastyreva@omgau.org
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VHdopmaumoHHasa 6e3onacHocTb Fachook

Tabnuua 2

Kputepuu OueHKa kayecTBa KpuTepust

Tabnvua 3
MHdopmaumoHHasi 6e3onacHocTb cetn BBKoHTakTe
Kputepun OueHka kayecTBa kpuTepusi
Tabnuuya 4
MHdbopmaumoHHasa 6e3onacHoCTb coumanbHo cetn Googl+
Kputepun OueHKa kayecTBa KpuTepus
Tabnuuya 5
MHdbopMaumoHHasa 6e3onacHocTb coumanbHo ceTu LinkedIn
Kputepun OueHka Ka4yecTBa Kputepus
Tabnuuya 6

MHdopMaumoHHasa 6e3onacHocTb coumanbHo ceTn OQHOKNACCHUKN

Kputepuu OueHka kayecTBa kpuTepust
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Tabnuuya 7

exHano BBHITad)

¥ Ldeuong

¢ 1deuoe

OpQHOKNAaCCHUKM

Z 1deuong

| Ldeuoyg

e)HaNo BBHITad)

¥ 1deuong

¢ 1dauong

LinkedIn

Z Ldauone

| Ldeuoyg

e)HaNo BBHITad)

¥ 1deuong

Google+

¢ 1dauoe

Z ldeuong

| Ldeuoyg

banbHas oueHKa Ka4ecTB coumanbHbIX CETEN Mo 3a4aHHbIM Kputepuam

e)HaNo BBHITad)

¥ Ldeuong

¢ 1deuong

BKoHTakTe

Z ldeuong

| Ldauone

e)HaNo BBHITad)

¢ Ldauoe

¢ 1deuoe

Facebook

Z Ldauoe

| Ldeuone

Kputepun
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Tabnuua 8
OueHKa ypoBHSA MHOPMaLIMOHHOM 6e30NacHOCTM coLmanbHON ceTu

Kputepun Facebook BKoHTakTe Google+ LinkedIn OpHoknac-
CHUKMN
© * @ * @ * @© * @© *
© © © © ©
= o5 = o5 = o5 = o5 = o6
) 3o 1) 3o 1) 3o ) 3o o) e)
= = x = ® = = = o >
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(®) 2 S) 2 S) 2 o 2 O 2
O (@) O O O
1
2
3
4
5
6
7
KomnnekcHbIn X X X X X
KpuTepun (Mtoro)

BE3OMACHOCTb NIIATEXXENA B CETU UHTEPHET

WN3yunte nHcopmaumio B cetn VIHTEpHeT:

1) http://bankir.ru/tehnologii/s/bezopasnost-i-zaschita-internet-platejei-5899180/
2) http://trustorg.com/article/34

3) http:/finbrok.ru/moshenniki/9-bezopasnost-internetplatezhej.htmi

4) http://samoucka.ru/document14559.html

OTBeTbTE Ha creayL e Bonpochl:
1. Yto Takoe SSL (Secure Socked Layer)? Kak oH npMMeHsieTcs Npu 3almuTe KOMMep4Yeckon nHpopmaumm
B ceTn IHTepHeT?
2. OxapakrepusymnTe Takol cnocod naeHTudukaumm gepxarenst kapTtbl, kak npoBepka CVV2/CVK2-kogos
(CVV2-koa ansa kapT nnaTtexxHom cuctembl Visa n CVK2 — ana MasterCard).
3. Yro nogpasymeBaeT npoBepka agpeca AVS (Address Verification Service)?
4. B 4eM CyLWHOCTb TEXHONOrMn NpumeHeHnst npotokona 3-D Secure?

3apeructpupyetechb Ha canTe https://qiwi.ru n npoaHannanpymnte 6€30NacHOCTb NCMOSNb30BaAHUSA MIATEXHON
cuctembl Kusn.
OTyeT MOXHO COCTaBWUTb B NMPOU3BOIbHOM hopme.

BONPOCHI
AJ1s1 CaMonoAroToBKM K 1abopaTOPHLIM 3aHATUAM

CamocTrosiTenibHoe n3yvyeHume TemMm pekomeHayeTcA NpoBOAUTL B crnieAylowemM nopsigke:

1) O3sHakoMWTbCS C peKOMeHAO0BaHHOW y4ebHON NuTepaTypon 1 aMeKTPOHHBIMU pecypcamu No Teme.

2) Ha aTon OCHOBE COCTaBUTb PA3BEPHYTHIN MiaH U3MNOXEHNUS TEMBbI

3) OdhopmMuTb OTYETHBIV MaTepmarn B OpMe pacyeTHO-aHaNUTUYECKoN paboThl

4) NpoBecT CaMOKOHTPOSb OCBOEHUS TEMbI MO BOMPOCaM, BbldaHHbIM npernogasaTernem

5) MoarotoBMTbCA K NPEAYCMOTPEHHOMY KOHTPOSIbHO-OLIEHOYHOMY MEpOMnpUATMIO NO pesynbTaTam
CaMOCTOATENbHOTO U3y4YeHUs TeMbI

6) MNpuHATE y4acTe B ykazaHHOM MEPONPUATAN

PekomeHpauum no KOHKPEeTHbIM TeMaM AUCLUUNNITUHDbI
OCHoOBHbIE NONOXeHUs Teopun MH(*)OpMaLIMOHHOﬁ 6e3onacHocTu.

1. OcHoBHbIe NOHATUA B cdhepe MHPOPMaLMOHHOM Be30MacHOCTH.
2. Yrpo3bl MHOPMaLNOHHOM 6e30nacHOCTH.


http://bankir.ru/tehnologii/s/bezopasnost-i-zaschita-internet-platejei-5899180/
http://trustorg.com/article/34
http://finbrok.ru/moshenniki/9-bezopasnost-internetplatezhej.html
http://samoucka.ru/document14559.html
https://qiwi.ru/

AR WON = AP WON =

OO, WN -

1.
2.
3.
4.

. OcHoBHble MeToabl 0b6ecnevyeHnss HpopPMaLMOHHOM Be30NacHOCTU

Kpuntorpadus kak cnoco6b 3awmrtbl UHopmauumm.

. OCHOBHbIE MOHATUSI KpUNTOorpadun 1 KpUNToaHanm3a.
. UcTtopusa kpuntorpacpum.

. MeToab! WwWndposaHus.

. QreKTpoHHas uudposas NoaNMCH.

. CteHorpadus.

lMpaBoBOe 1 opraHU3aLUoOHHOEe ob6ecneyeHune UHcpopmMaLMOHHOMN 6e3onacHocTy.

. KoHcTtutyums P® 06 nHdpopmaumoHHo 6e3onacHocTy.

. CTpaternyeckue n JOKTpUHarbHble LOKYMEHTbl B 06racT MHpOpMaLMoHHON 6e30MacHOCTU.
. 3akoHogaTtenscTBo PO 06 MHopmaLumnoHHom 6e3onacHOCTW.

. NMopa3zakoHHbIe akTbl NO BONpocam MHpopmaLMoHHOM 6e30MacHOCTY.

. OpraHu3auunoHHoe obecneyeHne MHPOPMaLMOHHON 6e30nacHOCTW.

dusunyeckme n annapaTtHblie Mepbl 3alUTbl VIHq:)OpMaLI,VIVI.

. TexHn4yeckune kaHarbl yTeykm nHdopmauun.
. Cuctembl BugeoHabnwogeHus.

. TennosungeHue.

. Cnctembl KOHTPONSA gocTyna.

. ONEKTPOHHbIE KIHOYN.

. MporpamMHo-annapaTHble KOMMEKChI.

Paspywarowme nporpammMHblie BO3AENCTBUA.
Buabl nporpammHoro obecneyeHus.
Bupycbl 1 nporpamMmmbl aHTUBUPYCHOW 3aLLMUTbI
TexHonornv NpUMeHeHNs aHTUBUPYCHLIX CPeacCTB.
BosmMoxHbIe OeCTBUA 3MOYMBbILLMNEHHMKA AN OCYLUECTBEHNS HECAHKLMOHMPOBAHHOIO AocTyna.

KPUTEPUU OLIEHKU
camMmonoaroToBKU Mo TemMmaMm JlabopaTopHbIX 3aHATUN

- OLieHKa «3a4YTeHO» BbICTaBNSAETCs 00y4aloLemycsi, ecnu Bce BOMPOChI TeMbl PacKpbITbl, BO BPeEMsI
ONCKYCCUKN BbiCKa3blBaeTCA COOCTBEHHAs TOYKa 3peHust Ha obcyxaaemyto nNpobrnemMy, AeMOHCTpUpyeTcs
CMOCOBHOCTL apryMeHTUPOBaTb A0Ka3biBaeMble MONOXEHUS U BbIBOAbI.

- OLUEHKa «He 3a4TeHO» BbICTaBNSAETCH, ecnvM obyvawlnnca He cnocobeH pokasatb U
aprymMeHTMpoBaTb COOCTBEHHYHO TOYKY 3PEHMS MO M3YYEHHON TemMe, He CMOoCOBEeH CcbiNaTbCA Ha MHEHUS
BEAYLUMX CMEeLManmcToB no obcyxgaemon npobreme.

Mpoueaypa oueHnBaHusA

LUKANA N KPUTEPUN OLLEHUBAHUA
camMonogroToBKU NO TeMaM NnabopaTOpPHbIX 3aHATUN

- OLeHKa «3a4TeHO» BbICTaBNsSeTCs obyyaroLleMycsi, ecrii Bce BOMPOCHI TEMbl PacKpbiThl, BO Bpemsi
OVCKYCCUMN BbICKa3blBaeTCsi COOCTBEHHAs ToYka 3peHust Ha obcyxaaemyto npobremMy, AEMOHCTpUpyeTcs
CNOCOBGHOCTb apryMeHTUPOBaTb A0oKa3blBaEMbIE MOMOXEHWUSI U BbIBOAbI.

- OUEeHKa «He 3a4TeHO» BbICTaBMsETCA, €ecnuM oby4vawwmuinics He crnocobeH [fokasaTb W
apryMeHTMpoBaTb COBCTBEHHYIO TOYKY 3pPEHUsI MO M3YY4EHHOW TEME, HE CMOCOOEH CCbiNaTbCs Ha MHEHUs
BEOYLLMX crieunanncToB no obcyxgaemon npobneme.

YacTb 3.4. CpeactBa ansi TeKywero KOHTpons

BOMPOCHI
ONs npoBeAeHus py6eXXHOro KOHTpons

Py66)KHbIl7I KOHTPOJ1b  OCyllecCTBIAeTCA C Uenblo onpeferieHnda KadeCtBa npoBeneHud

06pa3OBaTeﬂbeIX ycnyr no gucuunnuHe, Ona oueHkun cTteneHun OOCTUXEeHUA 06y‘-IaIOIJ.I,l/IMVICﬂ COCTOAHUA,
onpependaemMmoro uenesbiMn yCTaHOBKaMn OUCUUNIIUHDBIL, a TakXe Ond CbOpMI/IpOBaHI/IFI KOPPEKTUPYHOLWKNX
MepOHpVIFITVIVI. PyGG)KHbIVI KOHTPOJ1b OCYLUECTBNAETCA Mo pasaenamMm QUCUUNINHbI B COOTBETCTBUM C MI1aHOM.
PyGG)KHbIVI KOHTPOJ1b COCTOUT U3 TECTOBbLIX 3aJaHun no pesynbTatamM n3y4YeHund pas3genos ANCUUNIINHDL.



PA3LEN 1. OcHoBbl TeOpMM MHOPMaLMOHHOM Be3onacHoCTH

1. KTo ABNsieTCA OCHOBHLIM OTBETCTBEHHbLIM 3a onpeAernieHne YpoBHS Kraccudukaumum
nHdopmaunn?

A. PykoBoautene cpeHero 3BeHa

B. Bbicluee pykoBoACTBO

C. Bnapeney

D. MNonb3oBaTenb

2. Kakas kaTeropus siBnsietcsi Hambornee puckoBaHHOW AN KOMMNaHUUN C TOYKU 3PEHUSA BEePOATHOro
MOLLEeHHMYeCTBa U HapyLeHUs 6e3onacHoOCTU?

A. CoTpyaHuKku

B. Xakepbl

C. Atakyiowme

D. KoHTpareHTbl (nuua, paboTatoLine no Jorosopy)

3. Ecnun pasnunyHbIM rpynnam nonb3oBaTtesie ¢ pasnu4yHbIM YPpOBHEM AocTyna TpebyeTcs AocTyn K
OZIHOW U TOM XXe UH(popMaLIuK, KaKkoe U3 yKa3aHHbIX HUXKe eNCTBUM cneayeT npeanpuHATb
pykoBoacTBy?

A. CHu3nTb ypoBeHb 6e3onacHoCTK 3Ton MHopMauum ans obecrneyeHns ee JOCTYNHOCTM U ygobcTea
NCnosib3oBaHusA

B. TpeboBaTb nognucaHusa cneunanbHOro paspeLleHnst Kaxkabli pas, korga YenoBseky TpebyeTtcs 4ocTyn K
3TON MHGOPMaLn

C. YnyywmTb KOHTpOnb 3a 6€30NacHOCTbLI0 3TOM MHGOPMaLK

D. CHM31Tb ypOBEHb knaccudukaumm aTon nHopmaimm

4. Y10 camoe rnaBHoe JOMKHO NpoAyMaTb PyKOBOACTBO NMpu KNnaccudukaumm AaHHbIX?
A. Tunbl COTPYAHMKOB, KOHTPAreHToB U KIIMEHTOB, KOTOpble BYAYT MMEeTb OOCTYN K aHHbLIM

B. Heobxoammbln ypoBEHb OOCTYMHOCTU, LIENOCTHOCTU U KOHpUOEHUNANbHOCTN

C. OueHunTb YypOoBEHDb prCKa U1 OTMEHUTb KOHTPMEPbI

D. YnpaBneHnune gocTynom, KOTOpoe AOMKHO 3alluLaTh AaHHbIE

5. KTo B KOHEYHOM cuyeTe HeceT OTBETCTBEHHOCTb 3a rapaHTUM TOro, YTO AaHHble
KnaccucuumpoBaHbl U 3alULLEHbI?

A. Bnapenbupl JaHHbIX

B. MNMonb3oBaTenu

C. AoMyHucTpaTopbl

D. PykoBoacTso

6. YTo Takoe npoueaypa?

A. MNpaBuna 1cnonb3oBaHUSA NPOrpaMMHOro 1 annapaTHOro obecneyeHnst B KOMNaHum

B. MNowaroBas MHCTPYKLMS MO BbINOSIHEHMIO 3aga4un

C. PyKoBOACTBO MO AENCTBUAM B CUTYaLMSIX, CBSI3AHHbLIX C 6€30MacHOCTbIO, HO HE OMMCAHHbIX B CTaHZ4apTax
D. Ob6sa3atenbHble OencTBUs

7. Kakon dakTop Hambornee BaXeH ANA TOro, YToobl ObITb YBEepPEeHHbLIM B yCNewHOM obecnevyeHnmn
6e3o0nacHOCTN B KOMMaHUN?

A. MNoggepxka BbICLWIEro pyKoBOACTBA

B. OddekTnBHbIE 3aLUTHBIE MEPBLI U METOAbI UX BHEAPEHUS

C. AKTyanbHble 1 aeKBaTHbIE NONUTKKN 1 NpoLeaypbl 6e30nacHoOCTU

D. NpoBegeHne TpeHNHIoB No 6e30nacHOCTM A1 BCEX COTPYAHUKOB

8. Korpga uenecoobpasHo He npegnpMHUMaTb HUKAKUX SEeACTBUIA B OTHOLLIEHUU BbISIBIIEHHbIX
puckoB?

A. Hukorga. [Ina o6ecneyeHns xopoluen 6€30MacHOCTU HYXXHO YYUTbIBATb U CHKaTb BCE PUCKU

B. Korga puckun He MoryT ObiTb NPUMHATEI BO BHUMAHWE MO NOMUTUYECKMM COODpaXeHMsAM

C. Korga HeobxogvMble 3aLlUTHbIE MEPbBI CIAINLLKOM CIOXHbI

D. Korga cToMmocTb KOHTPMEP MPEBbILIAET LEHHOCTb aKTUBA U MOTEHUMANbHbIE NOTEPU

Y10 Takoe nonuTUKM 6es3onacHocTn?
. Mowarosble MHCTPYKUMM MO BbIMOJIHEHUIO 3adaud GesonacHocTn
. O6Lwne pykoBoaduine TpeGOBaHVIFI no OOCTWXEeHUIO onpenefnieHHOro ypoBHA BGe3onacHocTU
. LUVIpOKVIe, BbICOKOYPOBHEBbIE 3adABlIEHNA PyKOBOLACTBA
. ,D,eTaJ'IVI:BVIpOBaHHbIe OOKYMEHTbI Mo 06pa60TKe WMHUNOEHTOB 6e30MacHOCTU

OO wW>©



10. Kakas 13 npuBeaeHHbIX TEXHUK ABMSIETCA CAaMOM BaXXHOW NPy BbiGOpe KOHKPETHbIX 3alUTHbIX
mep?

A. AHanuns puckos

B. AHanus 3aTpar / Bbiroabl

C. Pesynbtatel ALE

D. BbisiBneHune ya3BMMOCTEN 1 Yrpo3, ABASAIOLWNXCA NMPUIMHON pucka

11. Yto nyuwe Bcero onuckiBaeT Uenb pacyeta ALE?
A. KonnyecTBeHHO oLeHUTb YpoBeHb 6e30nacHOCTU cpeabl
B. OueHnTb BO3MOXHbIE MOTEPU OIS KaXKO0N KOHTPMEpbI
C. KonunyecTtBeHHO oLeHUTb 3aTpaThl / BbIrogbl

D. OueHuTb noTeHumManbHble NOTEPU OT Yrpo3bl B rof

12. TakTU4eckoe nnaHUpoBaHue — 3TO:
A. CpegHecpo4yHoe nnaHMpoBaHue

B. [lonrocpoyHoe nnaHnpoBaHue

C. BExxegHeBHoOe nnaHmpoBaHue

D. MNMnaHnpoBaHue Ha 6 mecsLeB

13. Yto sABNnsieTCA onpeneneHMem Bo3nemcTBus (exposure) Ha 6esonacHocTb?
A. Heuto, npuogsuee K yuiepby oT yrposbl

B. Ilto6as noTeHumanbHas onacHoCTb AN MHPOpPMaLUM Unu CUCTEM

C. INloGon HepgocTaToK UK OTCyTCTBME MHADOPMALMOHHOM Be30nacHOCTU

D. NoTeHuunanbHble NoTepu OT Yrposbl

14. 3hdhekTBHAA nporpamma 6e3onacHOCTU TpebyeT c6anaHCMPOBaAHHOIO NPUMEHEeHUs:
A. TEXHNYECKMX N HETEXHNYECKUX METOAOB

B. KoHTpMEp U 3alnTHBIX MEXaHU3MOB

C. duanyeckon 6€30MacHOCTN N TEXHNYECKUX CPEACTB 3alUnThI

D. Mpoueayp 6e3onacHoCTM 1 WndpoBaHnst

15. ®YHKLUMOHaNbLHOCTbL 6€30NacHOCTU onpeaensieT oXXugaeMmyro paboty mexaHM3MoB
6e3onacHOCTU, a rapaHTUUN ONpeaensioT:

A. BHegpeHuve ynpasneHus mexaHmamamm 6e3onacHocTu

B. Knaccudpukaumio gaHHbIX nocne BHeApeHUs MexaHM3amoB 6e3onacHoCcTum

C. YpoBeHb goBepusi, obecrneymBaembli MEXaHN3MOM 6e30MacHOCTH

D. CooTHoLeHune 3aTpar / BbIroa

16. Kakoe yTBepxgeHue ABNSAeTCA NpaBUIIbHbLIM, €CIU B3rNsHYTb Ha pasHULY B LiensX 6e3onacHoCcTun
ANs KOMMep4eCKoOM U BOEHHOW opraHusauumn?

A. TonbKo BOEHHbIE MMEIOT HaCTOsILLYI0 6e30MacHOCTb

B. KomMepueckasi koMnaHust 0bbl4HO Bonblue 3a60TUTCSA O LEMOCTHOCTU M JOCTYMHOCTM AaHHbIX, a
BOEHHbIE — 0 KOHUAEHLNANBHOCTH

C. BoeHHbIM TpebyeTcs 6onbLunii ypoBeHb 6€30MacHOCTY, T.K. MX PUCKM CYLLLECTBEHHO BbILLE

D. Kommepueckas komnaHns obblMHO 6onbLue 3ab60TUTCA 0 4OCTYMHOCTM U KOH(UAEHUMANBHOCTM AaHHbIX, a
BOEHHbIE — O LLIENTOCTHOCTU

17. Kak paccuntatb OCTaTO4HbIN PUCK?

A. Yrpoabl X Pucku x LleHHOCTb akTmBa

B. (Yrposbl x LieHHOCTb akTvBa X Ys3BMMOCTM) X Prcku

C. SLE x Yactoty = ALE

D. (Yrposbl x ¥Ys3BumocTu X LieHHOCTb akTvBa) x HegoctaTok KOHTpOrs

18. UTO 13 NnepevuncneHHoro He siBNSAeTCS LefNbio NPOBeAEHUA aHan1m3a puckoB?

A. [lenermpoBaHue NosTHOMOYUNA

B. KonnyecTtBeHHas oueHka BO34eNCcTBUS NOTEeHUNanbHbIX yrpo3

C. BbisiBrieHue puckos

D. OnpeneneHune 6anaHca mexay BO3LENCTBMEM PUCKA N CTOMMOCTBIO HEOOXOOANMBIX KOHTPMEP



19. YT0 13 NepeyYnCreHHOro He ABNAETCA 3afayvyel pyKOBOACTBa B NpoLecce BHeOPEHUs U
conpoBoXaeHUa 6esonacHoCcTU?

A. Nopaepxka

B. BbinonHeHne aHanmsa puckos

C. OnpegeneHne Lenu n rpaHunL,

D. [enernpoBaHune NOrIHOMOYMI

20. I'quemy npuv npoeeaeHUN aHanunsa MHCbOpMaLIVIOHHbIX PUCKOB criegqyeT NpuBIiekaTb K 3TOMY
cneunanuncToB U3 pas3finyHbIX no,qpasneneuuﬁ KOMMNaHun?

A. YTobbI y6eﬂ,I/1TbC$|, YTO NPOBOAUNTCA CnpaBenninBasa oLeHKa

B. 310 He Tpe6yeTc;|. [na aHanu3a puckoB cnenyetT npuenekaTb He60.I'IbLLIyI'O rpynny cneunanuctosB, He
ABNAOLWNMXCA COTPYAHUKAMMN KOMNaHUKX, YTO NO3BOJTUT obecneuynTb 6eCI'IpI/ICTpaCTHI:II7I N Ka4eCTBEHHbIN
aHanms

C. I'Iocxoany NoOn B pasrinMyHblX noapasaeneHnax ny4yile noHnMmaroT pUCcKM B CBOUX nogpasaeneHnax n
CMOryT npenoctaBuUTb MakCMalibHO MOJTHYHO 1 OOCTOBEPHYHO I/IH(*)OpMaLLI/l}O anga aHanunsa

D. I'Iocxoany Nogn B pasrnmnyHblX nogapasaeneHndax camm aBndarTca OAHON n3 NPUYNH PUCKOB, OHU OOJIKHbI
ObITb OTBETCTBEHHbI 3a UX OLEHKY

21. Yto ABNsAeTCA HaUNyyWwMM OonMcaHMeM KONM4eCTBeHHOro aHanm3a puckoB?

A. AHanus, OCHOBaHHbI Ha CLeHapwusix, NPeAHasHa4YeHHbIA Ans BbIABNEHUS pasfnyHbIX Yrpo3
©e3onacHocTn

B. MeToa, ucnonb3yembin AN TOYHOW OLLEHKM NOTEHLMANbHbIX NOTEPb, BEPOATHOCTM NOTEPL U PUCKOB
C. MeToga, conocTaBnsitoLLNn JEHEXHOE 3HAYEHME C KaXKAbIM KOMMNOHEHTOM OLIEHKN PUCKOB

D. MeToa, OCHOBaHHbIM Ha CYXXOEHUAX U UHTYULN

22. No4vyeMy KONM4eCTBEHHbIN aHaNu3 PUCKOB B YACTOM BuAe He AOCTUXUM?
A. OH JOCTKMM 1 NCMONb3yeTcs

B. OH npuceanBaeT ypoBHM KPUTUYHOCTU. VX CNOXHO NEpPEBECTM B OEHEXHbIN BUA.
C. 310 cBsI3aHO C TOYHOCTbIO KONMNYECTBEHHbIX 3NEMEHTOB

D. KonuyecTBeHHbIE N3MEPEHUS AOIMKHbI MPUMEHSITBCA K KAYECTBEHHbBIM 3fIeMEeHTam

23. Ecnu ucnonb3ylTCA aBTOMaTU3NpPOBaHHbIe MHCTPYMEHTbI ANs aHanu3a pUuckoB, NoYyemMy Bce
paBHoO TpebyeTcs Tak MHOro BpeMeHu Ans npoBeAeHUA aHanusa?

A. MHoro nHgopmauumn Hy>kHo cobpaTb U BBECTM B NporpaMmmy

B. PykoBoAcCcTBO A40MKHO 0406pnTh co3gaHue rpynmbl

C. AHanums puycKoB He MOXET OblTb aBTOMAaTU3MPOBaH, YTO CBA3aHO C CaMOW NPUPOLON OLIEHKN

D. MHoxecTBO ntoaen gormkHo ogobpuTb AaHHbIE

PABLENN 2. BegeHne B kpuntorpaduto. lNpaBoBoe n opraHM3aLnoHHoe obecnevyeHne nHopMaLMoHHON
6esonacHocTw.

1. Kakow u3 cneaylowwmx 3akoHogaTeNnbHbIX TEPMUHOB OTHOCUTCSA K KOMMNaHUWU UINKU YeToBeKy,
BbINOJTHAKOLWEMY Heo6xoauMbie AENCTBUA, U UCNIONb3YeTCs ANA onpeaerieHnsa o6sa3aTenbcTB?
A. CtaHgapTbl

B. OomxHbin npouecc (Due process)

C. OomxHas 3abota (Due care)

D. CHuwkeHne 0bsa3aTenbCcTB

2. Y7o Takoe CobiT 1 kak OH OTHOCUTCSA K pa3paboTke cucteM MHPOPMaLMOHHON 6e30NacHOCTU U
nporpamMm 6e3onacHocTu?

A. Cnucok ctaHgapToB, NpoLeayp 1 NONUTUK Ans pa3paboTky nporpammbl 6e30nacHoCTy

B. Tekywas Bepcus 1ISO 17799

C. CtpykTypa, koTopas 6bina paspaboTaHa AN CHWKEHNS BHYTPEHHETO MOLLEHHNYECTBA B KOMMAHUSAX
D. OTKpbITbI CTAaHAAPT, ONpPeaensoLWniA Lenn KOHTPons

3. U3 kakux yeTbipex goMeHoB coctouTt CobiT?

A. MNMnannpoBaHue n Opranusauus, [NprnobpeTtenne n BHeapenue, Skcnnyatauusa n ConposoxaeHue,
MoHuTopuHr 1 OueHka

B. MnaHupoBaHne n OpraHusauus, Mopaepxka n BHegpeHue, AkcnnyaTtaums n ConpoBoXaeHue,
MoHuTopuHr 1 OueHka

C. NMnaHuposanne n OpraHusaums, MpunobpeteHne n BHegpeHue, ConpoBoxxaeHne u Mokynka, MOHUTOPWHF
n OueHka

D. MpuobpeTteHne n BHeaperue, kcnnyatauns n ConposoxaeHne, MoHUTopuHr 1 OueHka



4. Y7o npeacraBnset cobon craHaapt ISO/IEC 277997
A. CtangapT no 3awuTe nepcoHarnbHbIX AaHHbIX O 300POBbE
B. HoBasi Bepcusa BS 17799

C. Onpepenenus ansa Hosow cepun ISO 27000

D. Hoeas Bepcusa NIST 800-60

5. CobiT 6bin pa3spaboTaH Ha ocHoBe cTpykTypbl COSO. YTo iBNsieTcsi OCHOBHbIMM LieNsiMu 1
3agavamm COSO?

A. COSO — aT0 noaxop K ynpaBneHuto puckamm, KOTOPbI OTHOCUTCS K KOHTPOSbHbIM 00bekTam u 6rsHec-
npoueccam

B. COSO oTHocuTCS K cTpaTerMyeckomy ypoBHHo, Torga kak CobiT 6onbLue HanpaeneH Ha onepauyoHHbIN
ypOBEHb

C. COSO yunTbIBaET KOPNOPaTUBHYHO KyNbTYpY M pa3paboTky NONUTKK

D. COSO — 310 cucTeMa 0TKa3oyCTONYMBOCTU

6. OCTAVE, NIST 800-30 n AS/NZS 4360 siBnsitoTca pasnMyHbIMU NoaxoaamMm K peanusauum
ynpaBneHusi puckamu B KoMmnaHusix. B yem 3aknioyaroTca pasnmumsa Mexay 3STMuMm metogamm?
A. NIST n OCTAVE aBnsaoTca kopnopaTUBHbIMU

B. NIST n OCTAVE opueHTtupoBaH Ha UT

C. AS/NZS opwueHTtunpoBaH Ha AT

D. NIST n AS/NZS saBnstoTcsa kopnopaTuBHbLIMU

7. Kakon 13 cnegyrolmx MeTo40B aHanu3a pUCKOB NbiTaeTcsl onpeaenuTb, rae BeposiTHee BCEro
npousongeT coon?

A. AHanus ceasytoLLero gepesa

B. AS/NZS

C. NIST

D. AHanu3s c6oeB n gedekToB

8. Y10 ObINO pa3paboTaHo, YTOObLI NOMOYb CTPaHaM U UX NPaBUTENIbLCTBAM NOCTPOUTbL
3aKoHO[aTeNbLCTBO NO 3aluTe NepcoHanbHbIX AaHHbIX MOXO0XUM 06pa3omM?

A. BesonacHaa OECD

B. ISOMIEC

C. OECD

D. CPTED

9. CumBoONbI WM(pyeMOro TeKCcTa NnepemMeLLaloTcA No onpeaerieHHbIM NpaBuiam BHYTpU
wucpyemMoro 6y10ka 3TOro TeKcra, 3To MeToA:

raMMUpPOBaHWs;

MOACTaHOBKY;

KOOANPOBAHMS;

nepecTaHoOBKY;

aHanuTM4eckmx npeobpasoBaHu.

agrpwONE

10. CumBonbI WNPYEMOro TeKCTa 3aMeHSIOTCA APYrMMU CUMBOSIaMU, B3ATbIMUA U3 OQHOIO UM
HeCcKonbkux and)aBuUToB, 3TO MeTOA:

raMMUpPOBaHUS;

NoACTaHOBKYU;

KOOAUPOBaHWUS;

nepecTaHoOBKY;

aHanuUTUYecKnUx Npeobpas3oBaHUii.

arwONE

11. CumBonbI WndpyeMoro TeKcTa nocrnegoBaTesibHO CKIaabIBalOTCA C CUMBOSIaMU HEKOTOPOW
cneuManbHON NocriefoBaTesNibHOCTU, 3TO METOA:

raMMUPOBaHWS;

NOACTaHOBKM;

KOOWPOBaHWS;

nepecTaHOBKY;

aHanNUTUYeCcKMx nNpeobpasoBaHWA.

agrONE

12. 3awmTa MH(OpMaLUMN OT YTEUYKU ITO AeATEeNLHOCTb MO NpeaoTBpaLleHuIo:
1.  nony4yeHus 3alimLaeMoi MHOPMaLMM 3aNHTePEeCOBaHHbIM CyOBHEKTOM C HapyLUEHEM
YCTaHOBIEHHBIX NPaBOBbIMM JOKYMEHTaMM UN COGCTBEHHUKOM, BradernbLeM MHdopmauum npase unm



npasun A4ocTyna K 3almwaemon nHopmauum;

2. BO3[OeNCTBUS C HapyLUEHWEeM YCTaHOBIEHHbIX NPaB U/Mnv NpaBun Ha U3MeHeHne MHdopMaLuK,
NPUBOASALLENO K UCKAXKEHUIO, YHUUTOXEHMIO, KOMMPOBaHMIO, GNOKMPOBaHMIO JOCTyNa K MHpopmaumu, a Takke
K yTpaTe, YHUHTOXEHUIO unn cOoto OyHKLMOHMPOBAHUS HOCUTENS MHGOpMaLnK;

3. BO3OeNCTBUS Ha 3aluLLaemMyto MHGopMaumio owmnbok nonb3oBaTtens nHdopmaumen, coos
TEXHUYECKUX U MPOrpaMMHbIX CPEACTB MH(POPMaLMOHHbBIX CUCTEM, a TakkKe NPUPOAHBLIX ABMEHWUI;

4.  HEKOHTPOMNMPYeMOoro pacnpocTpaHeHus 3almaeMon nHdopmaumm oT ee pasrralleHus,
HeCaHKLUMOHUPOBAHHOIO A0CTYNa;

5. HecaHKUMOHMPOBaHHOIo JOBeAEHNs 3alLmLLaeMon MHopMaLmmM O HEKOHTPONUPYEMOro KonmnyecTaa
nonyvaTtenen MHopMaLuu.

13. 3awmTta MHdopMaLumu 3TO:

1. npouecc cbopa, HakonneHnsi, odbpaboTkun, XxpaHeHUsi, pacnpegeneHns n noucka nHgopmaumu;

2. npeobpa3soBaHve MHopMaLmMK, B pedynbTaTe KOTOPOro coaepaHne nHdopMaumnm CTaHOBUTCS
HENOHATHBLIM AN cybbekTa, He MMEIOLLLEro AOCTyNa;

3. nony4eHune cyOGbeKTOM BO3MOXHOCTU O3HAKOMITEHMS C MHDOPMaLIMEN, B TOM YKCME NPU NOMOLLU
TEXHUYECKUX CPeacTB;

4.  COBOKYMHOCTb NpaBwuri, pernameHTUpYyLLMX NOPSAOK U YCoBna AocTyna cybbekTa K MHopmauum u
ee HocuTensm;

5.  [eATenbHOCTb MO NPEefoTBPAaLLEHUI0 YTEYKM MHopMaLIMK, HECAHKLNOHUPOBAHHbLIX U
HenpeaHaMepeHHbIX BO3OENCTBUN Ha HEE.

14. EcTecTBeHHbIe yrpo3bl 6e30nacHOCTU UH(pOpMaL MK BbI3BaHbI:

1. [eATeNbHOCTbIO YernoBekKa;

2. owwnbkamu npu npoektuposaHun ACOW, ee anemeHTOB unu paspaboTke nporpammMHOro obecneyeHus;
3.  BO3AENCTBUSMU OOBEKTUBHBIX PU3NYECKUX NMPOLECCOB UMW CTUXUIHBIX NPUPOOHbLIX SABMEHUNA,
He3aBUCALLUX OT YeroBeka;

4.  KOPbLICTHBIMW YCTPEMIEHUSMM 3M0YMbILLIIEHHVKOB;

5.  owwnbkamu npu geNCTBUSAX nepcoHana.

15. HWKyccTBeHHble yrpo3bl 6e3onacHocTi nHopmMaumm Bbi3BaHbI:

1.  [OeATenbHOCTbIO YENOBEKa;

2.  owwnbkamu npu npoektnpoannn ACOW, ee anemeHTOB unm paspaboTke NporpaMMHOro obecneyeHus;
3.  BO3AENCTBMAMU OOBEKTMBHBIX (OU3NYECKMX MPOLIECCOB UMM CTUXUNHBIX MPUPOLHLIX SIBIIEHWNA,
He3aBUCSILLNX OT YENOBEKa;

4.  KOPbICTHBIMWU YCTPEMIIEHUSIMU 3MOYMbILLIIEHHWKOB;

5.  owwnbkamu npu OENCTBUSAX NepcoHana.

16. K ocHOBHbIM HenpeaHamMepeHHbIM UCKYCCTBEHHbIM yrpo3am ACOU oTHocuTcA:

1.  dwmsuyeckoe paspyLLeHNe CUCTEMbI MyTEM B3pbiBa, NO4XOra v T.n.;

2.  nepexBaT NOBOYHbIX ANEKTPOMArHUTHLIX, aKyCTUYECKUX U OPYTNX U3MYYEHUIA YCTPONCTB U NIUHWN
CBA3Y;

3.  M3MEeHeHMe pexMMOoB paboThbl YCTPOWCTB UNu nporpamMm, 3abacTtoBka, caboTax nepcoHarna,
MOCTaHOBKAa MOLLHbIX aKTUBHbBIX MOMEX U T.M.;

4.  YyTeHue oCTaTOYHOM MHdOPMAaLUKU U3 ornepaTUBHON NaMATU U C BHELLHUX 3aMOMWHAIOLWMX YCTPOWCTB;
5. HeyMbIWIEHHbIE AENCTBUS, NPUBOASALLME K HACTUYHOMY UIN MOSTHOMY OTKa3y CUCTEMbI I
paspyLleHnIo annapaTHbiX, MPOrpamMmMHbIX, MH(POPMAaLMOHHbBIX PECYPCOB CUCTEMBI.

PABOEN 3. Mepbl 3awmTbl MHpopMaLum

1. K nOCTOPOHHMM nuuam HapylwmTensmMm MHopMaLMOHHON 6e30MacHOCTU OTHOCUTCH:
1. npencraBuTENM OpraHM3auun, B3aMMOLENCTBYIOLLMX MO BONpOcaM 0b6ecrneyeHmnst XXU3HeaesaTenbHoCTH
opraHu3auuu;

2. nepcoHan, obCcny>X1BarLLMN TEXHNYECKNE CPEACTBa;

3. TEXHUYECKUIA NepcoHar, obCnyXmBaroLwmin 3gaHue;

4 norb3oBaTenu;

5 COTPYOHUKM CryObl 6e3onacHocTy.

6 NpencTaBUTENN KOHKYPUPYHOLLNX OpraHu3auni.

7

mda, HapyuwusLline I'IpOI'IyCKHOVI peXxunm;

2. Cnam, KOTopbIM UMeeT Lefib ONOPOYUTb TY UNU UHYIO (PUPMY, KOMNAHUIO, MONTUTUHECKOTO
KaHauparta v T.n:
1.  4yepHbI Nnap;



ULLNHT,;
HUrepunckme nNMcbma;
WUCTOYHUK CITyXOB;
nycTble nucbma.

arwn

3. Cnam pacnpocTpaHsieT noaaerbHble COOOLWEHUA OT UMeHU 6aHKOB NN PMHaAHCOBbLIX KOMMaHWM,
Lenbio KOTOPbIX ABNAeTcsi cOop NOrMHOB, Naponen U NUH-KOAOB Nornb3oBaTenen:

YepHbI nuap;

PULLNHT;

HUrepunckne nNUcbma;

WCTOYHWUK CITyXOB;

nycTble Nnucema.

agrwdNdE

4. AHTUBMpPYC obecrneynBaeT NOUCK BUPYCOB B onNepaTMBHOM NaMATH, Ha BHELUHUX HOCUTENAX NyTeMm
nopcuyeTa U cpaBHEHUsI C 3TANTOHOM KOHTPOSILHOW CYyMMbI:

[1eTEKTOp;

JI0KTOP;

cKaHep;

peBU30p;

CTOPOX.

agrwdE

5. AHTUBUPYC He TONbKO HaXoAUT 3apaXeHHble BUpycamu dannbl, HO 1 "neunT" ux, T.e. yaansiet u3
¢pana Teno nporpammbl BUpyca, Bo3Bpalwas ¢annbl B UCXO4HOE COCTOSIHUE:

aeTtekTop;

OOKTOp;

CKaHep;

peBu3op;

CTOPOX.

agrwdE

6. AHTMBMPYC 3aNOMMHaeT UCXOAHOE COCTOSIHME NPOorpamMM, KaTtasloroB U CUCTEMHbIX obnacten
AWCKa Koraa KOMNbIOTep He 3apaXeH BUPYCOM, a 3aTeM nepuoanyvecku Unm no komaHge
nosib3oBartesii CpaBHUBAET TeKyLlee COCTOAHNE C UCXOAHbIM:

OeTekTop;

OOKTOp;

cKaHep;

peBu3op;

CTOPOX.

7. AHTMBUpPYC NpeacTaBnsieT cCo60M HeGONbLUYIO0 PEe3UAESHTHYIO NPorpamMmmy, NnpeaHasHavYeHHyo ansa
OGHapyXeHMA NoJo3pUTESIbHbIX AENCTBUN Npu paboTe KOMNbLIOTEPA, XapaKTepPHbIX ANA BUPYCOB:
OeTekTop;

OOKTOp;

cKaHep;

peBU30p;

CTOPOX.

arwNE

agrwNE

8. AKTMBHbIN NepexBaT UHOpPMaLUK ITO NepexBaT, KOTOPbIN:

1.  3akm4aeTcs B yCTaHOBKE MOACIYLUMBAIOLLErO YCTPOMUCTBA B annapaTypy cpeacts obpaboTtku
MHdopMauuu;

2. OCHOBaH Ha ukcauun 3nNeKTPOMarHUTHbIX U3IyYeHU, BO3HUKaOLWUX Npu yHKLUNOHUPOBAHUMN
CpPencTB KOMMbIOTEPHON TEXHMKM U KOMMYHUKALWIA;

3.  HenpaBOMEPHO UCMONb3yeT TEXHONMOMMYECKNE 0TX0Obl MHOOPMALMOHHOIO NPOLIECCa;

4.  OCyLLEeCTBNSAETCA MyTEM MCMNONb30BAHNUS ONTUYECKON TEXHMKY;

5.  oCywecTBAseTCcs C MOMOLLbIO MOOKMIOYEHNS K TENEKOMMYHMKALMOHHOMY 060py40BaHMI0 KOMMNbIOTEPA.

9. NepexBart, KOTOPLIN 3aKO4YaeTCA B yCTaHOBKEe NOACIYLUIMBAKOLEro yCTpOMCcTBa B annapatypy
cpencTB 06paboTkn MHpopMmaumm Ha3biBaeTCs:

aKTUBHbI NepexBar;

NMacCUBHbIV NepexBar;

ayguonepexear;

BMAEOMNEPEXBAT;

NpoOCMOTp Mycopa.

agrONE



10. NMepexBaT, KOTOPbLIN OCHOBaH Ha YMKCaLUM INEKTPOMArHMTHbIX U3Ny4YeHU, BO3HMKAOLWMX Npu
PYHKLMOHMPOBAHMM CPEeACTB KOMMNbIOTEPHOMW TEXHMKA U KOMMYHUKALMA Ha3biBaeTCs:

1.  aKTMBHbLIA Nepexsar;

2.  naccuvBHbIN Nepexsar;

3. ayauonepexsar;

4. Buaeonepexsar,

5.npocmoTp Mycopa.

11. MepexBaT, KOTOPbIN OCYLIECTBMSAETCS NyTEeM UCNOJNIb30BaHUSA ONTUYECKOW TEXHUKU Ha3biBaeTCA:
aKTMBHbIA Nepexear;

NMacCcuBHbIV Nepexear;

ayguonepexear;

BUOEOMNEPEXBAT;

. NMpOCMOTpP Mycopa.

2. K BHyTpeHHUM HapywmTensm nHgpopmMauMoHHON 6e30nacHOCTN OTHOCUTCA:

KINUEHTBI;

nornb30BaTeny CUCTEMbI;

noceTuTenu;

nobble nuua, HaxoasiLmnecst BHyTPU KOHTPOMMPYEMOWN TEPPUTOPUN;

. NPEeLCcTaBUTENM OpraHn3auuin, B3aMMOLENCTBYOLLMX NO BONpocamM obecneyeHmnst XXn3HeaesTenbHoCcTH
praHusaumm.

nepcoHan, ob6CcnyXnBaroLLUn TEXHNYECKME CpeacTaa.

COTPYAHUKM OTAENOoB pa3paboTku n conposoxaeHus Mo;

TEXHUYECKU NepcoHan, obcnyxueatoLmi 3gaHme

ONOQO UAWNEROMWNE

Mpouenypa oueHnBaHus

LLikana 1 KpuTepun oLeHNBaHUA
OTBETOB Ha TECTOBble BOMNPOCHI TECTUPOBAHUA MO pe3ysibTaTaM OCBOEHUA pa3faenoB AUCLMMIIUHDLI

- OLIEHKa «OTNNYHOY» BbICTaBnseTcsa obyyarowemycs, ecnu nonyyeHo 6onee 81% npaBunbHbIX OTBETOB.
- OLlEHKa «xopoLoy - nonyyeHo oT 71 go 80% npaBunbHbIX OTBETOB.

- OLlEHKa «YA0BMNETBOPUTENBHO» - Nony4yeHo oT 61 4o 70% npaBunbHLIX OTBETOB.

- OLlEHKa «HEeya0oBIETBOPUTENBHOY - NONYyYeHO MeHee 61% npaBubHbIX OTBETOB.

YacTtb 3.5. CpeactBa AN MTOroBOro TeCTUpPOBaHUS

BONPOCHI
AN NpoBeAeHUst UTOroBOro TeCTUPOBaHUsA

Mo utoram nsyyeHust AUCUUNIMHLI, 0By4YatoLLMecs NPOXOAAT UTOTOBOE TeCTMpoBaHue. TecTupoBaHune
ABnsieTcss POPMO KOHTPOSSA, HamnpaBlieHHOM Ha MPOBEPKY BrageHUsi TEPMUHONOMMYECKUM anmnapaTom,
COBPEMEHHBIMW  UH(POPMALMOHHBIMA ~ TEXHOMOTMSIMU M KOHKPETHbIMKM  3HaHUsSIMM B obnacTtu
byHOAMEHTaNbHbIX U MPUKNaAHbIX UCLMMIIVH.

Kak Ha3biBaeTcsl yMbILWIIEHHO UCKaXXeHHasA nHcpopmauus?

[esnHgpopmaums

MHopMaTMBHLIN NOTOK

[ocTtoBepHas nHhopmaums

MNepecTtaeT 6bITb MHGOPMaLMEN

Kak Ha3biBaeTcs MH(hopMaums, K KOTOPOW OrpaHNYeH JoCcTyn?

KoHdmaeHumanbHas

[NpoTnBoO3akoHHast

OTkpbiTas

HepoctynHas

Kaknmn nytammu moxeT ObITb nonyyeHa nHcgpopmauma?

lMpoBegeHneM, NOKYMNKON 1 NPOTMBONPaBHbIM A0OLIBAaHNEM MHOPMALIMN HAaYYHbIX UCCNEAOBAHWN
3axBaTom 1 Banomom [NK nHpopmaumm Hay4HbIX nccnegoBaHun

[obbiBaHMEM NMHGOPMALIMM U3 BHELLHUX UCTOYHMKOB U CKpeMOBIMpOBaHNEM MHpOpMaLMKU HayYHbIX
nccrnegoBaHn



3axBaToOM M B3MIOMOM 3aLLUTHOW CUCTEMBI AN MHAOPMaLMKN HayYHbIX UCCNeAOoBaHWN
OCHOBHOM AOKYMEHT, Ha OCHOBEe KOTOPOro NpoBOAUTCA NONUTUKA MH(OpMaLMOHHOMN
6e3onacHocTn?
nporpamMmma MHOpMaLMoHHON 6e3onacHoOCTH
pernaMeHT NHOpMaLMOHHON 6e3onacHOCTH
nonutuyeckas nHpopmaumnoHHasa 6e3onacHoCTb
MpotekTopaTt

K kaknm npoueccam OoTHOCAT npoueccbl c6opa, 06paboTKu, HAKONNIEHUSA, XPaHeHUs1, MoucKa 1
pacnpocTpaHeHuUs nHgopmauum
MHdopMaumMoHHBIM npoLeccamM
MbicnuTenbHbIM Npoueccam
MaLwunHHBLIM npoueccam
Mukponpoueccam

Mop HenpegHamMepeHHbIM BO3A4eNCTBUEM Ha 3alumliaemMyro MHgpopmaumo NOHUMAKT?
BosgelicTBre Ha Hee u3-3a oWMOOK Nonb3oBaTensi, c6osi TEXHUYECKUX UK NPOrpaMMHbIX CPeacTB U
BO34eNCTBME NPUPOAHBIX ABMEHWUIA
Mpouecc ee npeobpasoBaHnsi, NPY KOTOPOM coAepKaHne MHAPOPMaLMN UBMEHSIETCSI Ha NOXKHYHO
Bo3moxHOCTU ee npeobpa3oBaHusi, Npu KOTOPOM cofepkaHue MHGOoPMaLMM UBMEHSIETCS Ha NOXHYIO
nHdopmaLumio
He orpaHuyenns goctyna B oTAernbHbIE OTPACHM SKOHOMMKM UITM Ha KOHKPETHbIE NPOM3BOACTBA
OcHoBHbIe npeaMeTHbIe HanpaBneHusa 3awmtbl UHdopmauun?
OXpaHa rocygapCTBEHHON, KOMMEPYECKOW, CnyXebHoM, GaHKOBCKOW TalH, NepCoHanbHbIX AaHHbIX U
WHTEnNneKTyansHon COBCTBEHHOCTH
OxpaHa 30n0T1oro gpoHaga cTpaHbl
Onpepenexve LLeHHOCTU MHpopmMaLm
YcoBepLIEHCTBOBaHME CKOPOCTU Nepedayn nHdopmaumm

FNocypapcTBeHHasa TarHa 31O
3awmuaemMble rocyqapcTBoM cBegeHus B 06nacT ero BOEHHON, BHELLUHENONMUTUYECKON, SKOHOMUYECKON,
pa3BeabiBaTENbHON, KOHTpPa3BeabiBaTenbHOW U OnepaTUBHO-PO3bICKHON AeATENbHOCTU, pacnpocTpaHeHve
KOTOPbIX MOXET HaHecCTu yepb 6e30nacHOCTU CTpaHbI
OrpaHunyeHunsa gocTyna B oTaenbHble OTPACcnn 3KOHOMUKU MW Ha KOHKPETHbIE MPon3BoACTBa
3awuwaemsle 6aHKaMu U UHBIMW KPEOAUTHBLIMI OpraHM3aunsaMm ceegeHns 0 6aHKOBCKMX onepauunsax
3awmuwaemas no 3akoHy MHopmaums, AOBEPEHHAsI UK CTaBLUasi U3BECTHOM NuLy (aepXaTento)
UCKITIOUYUTENBHO B CUIY UCMOMHEHMS MM CBOMX NpOodecCcnoHanbHbIx 06s3aHHOCTEN

Kommepueckas TanHa 370....
3awmuaemMble rocyqapcTBoM cBeeHus B 06nacT ero BOEHHON, BHELLUHENONMUTUYECKON, SKOHOMUYECKON,
pa3BeabiBaTENbHON, KOHTppPa3BeabiBaTeNbHOW U OnepaTUBHO-PO3bICKHON AEeATENbHOCTU, pacnpocTpaHeHe
KOTOPbIX MOXET HaHecTu yepb 6e30nacHOCTU CTpaHbl
OrpaHunyeHunsa gocTyna B oTAeNbHble OTPACnN 3KOHOMUKU UMW Ha KOHKPETHblEe Mpou3BoACcTBa
3awuwaemble 6aHKaMu U UHBIMWU KPEOAUTHBIMW OpraHM3aunsaMm ceedeHns 0 6aHKOBCKMX onepauunsax
3awmwaemas no 3akoHy MHpopmaLus, AOBEPEHHAs UK CTaBLUas U3BECTHOW NnLy (aepxaTternto)
WCKITIOMUTENBHO B CUIY UCMOMHEHMS MM CBOUX NpodeccnoHanbHbIXx 0683aHHOCTEN

BaHkoBckasi TaMHa 3T0....
3awuaemble rocygapcTBOM CBeeHWs B 0611acT ero BOEHHOW, BHELLHEMONUTUYECKON, SKOHOMUYECKON,
pa3BeabiBaTENbHON, KOHTpPa3BeabiBaTeNbHOW U ONepaTMBHO-PO3bICKHON AEeATENbHOCTU, pacnpocTpaHeHe
KOTOPbIX MOXET HaHecTu ywepb 6e30nacHOCTU CTpaHbI
OrpaHunyeHunsa gocTyna B oTAeNbHble OTPACN 3KOHOMUKU UMM HA KOHKPETHbIE MPOU3BOACTBa
3awuwaemble 6aHKaMu 1 UHBIMW KPEOAUTHLIMU OpraHu3aumnsiMm ceeeHns 0 6aHKOBCKMX onepaumsax
3awuiaemas no 3akoHy MHopMaLms, AOBEPEHHAsS UMW CTaBLUas U3BECTHONM NuLy (aepxaTento)
WCKIMIOYMTENBHO B CUIMY UCTOMHEHUS] UM CBOMX NPOMECCHMOHanbHbIX 00s13aHHOCTEN
MpodeccnoHanbHanA TarMHa
3awuiaemble rocyqapcTBOM CBeEHMS B 0BN1acTu ero BOEHHON, BHELLHENONUTUYECKOW, SKOHOMUYECKON,
pa3BeabiBaTENbHON, KOHTPPa3BeabiBaTENbHOW U ONepaTUBHO-PO3bICKHON AEATENBHOCTU, pacnpocTpaHeHve
KOTOPbIX MOXET HaHeCTU yuepb 6Ge3onacHOCTM CTpaHbI
OrpaHnyeHuns gocTyna B OTAeNbHbIE OTPACN 9KOHOMUKU U Ha KOHKPETHbIE MPOU3BOACTBA
3awuaemble 6aHKaMu U UHBIMW KPEAUTHBIMI OpraHM3aunsaMm cBedeHns 0 DaHKOBCKMX onepauusax
3awuiaemas no 3akoHy MHopMaLmsl, AOBEPEHHAS UMW CTaBLUas U3BECTHOW NuLy (OepaTento)
WCKIMIOYMTENBHO B CUIMY UCTIONHEHUS] UM CBOMX NPOMECCUMOHarnbHbIX 00S3aHHOCTEN
K oCHOBHbIM 06beKTaM 6aHKOBCKOM TahHbl OTHOCATCA cregylowue:
Bce oTBeTHI BEPHDI
TanHa 6aHKOBCKOro cyeTa
TanHa onepauunii No 6aHKOBCKOMY CYETY
TanHa 6aHKoBCKOro Bknaaa



PYHKLUMUSA 3aWmUTbl MHPOPMALMOHHON CUCTEMbI, FAapaHTUPYIOLLAs TO, YTO AOCTYN K MHoOpMaLmu,
XpaHSLLeNCcAa B CUCTEMEe MOXEeT ObITb OCYyLIeCTBIEeH TOMbLKO TeM Nnuam, KoTopblie Ha 3TO UMeKT
npaBo

yrnpaerneHne JOCTyrnoM

KOHpMAEHLMANBHOCTb

ayTEHTUYHOCTb

LLeNOCTHOCTb

OOCTYMHOCTb

K oTKpbITbIM UCTOYHMKAM MH(OpPMaL A OTHOCATCA.

aseTbl, Pagno, Hosoctun

WHdpopmaums ykpageHHas y cneucnyxo

M3 BckpbITOro cenda

YKpageHHas U3 npaBMTENbCTBEHHOM OpraHM3aumm

Mo ceBeneHusim Media n Pricewaterhouse Coopers, Ha Ybto gonto npuxogutcsa 60% Bcex UHLUMOEHTOB
IT-6esonacHocTU?

Xakepckune ataku

Pa3nnyHble He3aKOHHbIE MPOHUKHOBEHNS

WHcangepesl

TexHn4Yeckme KoMnaHum

YyeT Bcex BO3MOXHbIX KOMMYHMKALMOHHbIX KaHanoB, obecnevyeHuns cpanyeckon 6e3onacHocCTH,
wndpoBaHUA pe3epBHbIX KONUN U MHPOPMaLMK, NOKUAAKOLWENA KOPNOPaTUBHLIN NepUMETp, U ApYrux
OpraHn3auMoOHHbIX MEepPOoNnpUATUA 3TO?

MHanBmayanbHbIN NoAxoa K 3awmTe

KomnnekcHbI Noaxoa K 3aluTte

CmellaHHbIM NoAXOoA K 3awmTe

PauvoHanbHbI nogxoa K 3awuuTe

MepbI no 3awuTte MHhopMaumum oT HeaBTOPU3OBAHHOIO AOCTYNA, pa3pyLweHus, moaudukaumm,
pacKkpbITUA M 3aepXKeK B AocTyne

MHdbopmaumoHHasa 6e3onacHoOCTb

3alWnTHbIe TEXHONOMMK

3asemneHve

KoHdpmnaeHumanbsHOCTb

MoXxHO BbigenuTb cnegyrowme HanpaBneHus mep nHcpopmMaLmoHHOM 6e30nacHOCTuU

MpaBoBbie

OpraHusaumnoHHble

Bce oTBETHI BEPHDI

TexHunyeckme

Y10 MOXHO OTHECTU K npaBoBbIiM Mepam UB?

PaspaboTky HOpM, yCcTaHaBnNMBaLLMX OTBETCTBEHHOCTb 3@ KOMMbIOTEPHbIE NPECTYNNEHNS, 3awunTy
aBTOPCKMX MpaB NporpaMMUCTOB, COBEPLUEHCTBOBAHME YrONOBHOMO M MPaXK4aHCKOro 3akoHO4aTenbCTBa, a
Takke cygonpoussoicTea

OxpaHy BbIMUCIIMTENBHOIO LIEHTPa, TWaTenbHbI Nogbop nepcoHana, UCKMYeHne criyyaeB BegeHms ocobo
Ba)KHbIX pabOT TONMbKO OAHWM YENOBEKOM, Hannyne nnaHa BOCCTaHOBIEHNst paboTocnocobHOCTM LeHTpa
uTa

3awuTy oT HeCaHKLMOHMPOBAHHOMO AOCTYNa K CUCTEME, PE3EPBMPOBAHNE OCODOO0 BAXKHBIX KOMMBIOTEPHbIX
NoAcUCTEM, OpraHM3aumio BbIYUCIUTENBHBIX CETEN C BO3MOXHOCTbBIO NepepacnpeneneHms pecypcos B
cnyyae HapyleHus paboTocnocobHOCTU OTAENMbHbIX 3BEHBEB, YCTAHOBKY 000PYyAOBaHNSA OOHapYXeHUs 1
TyLeHus noxapa, 0bopynoBaHusi 0GHapyXeHUs BoAbl, MPUHATME KOHCTPYKLUMOHHBLIX Mep 3aluTbl OT
XULeHn, caboTaxa, OUBEPCUN, B3PbIBOB, YCTAHOBKY Pe3EPBHbIX CUCTEM 3fIEKTPONUTAHUA, OCHALLIEHNE
NMOMELLEHNI 3aMKaMu, YCTAHOBKY CUrHanm3aumMm u MHOroe apyroe

OxpaHy BbIYUCANTENBHOIO LIEHTPA, YCTaHOBKY CUMIrHanu3aumMm u MHoroe gpyroe

YTO MOXXHO OTHECTU K OpraHu3auuMoHHbIM mepam UB?

Pa3paboTky HOpM, yCTaHaBNMUBALLMX OTBETCTBEHHOCTb 3@ KOMMbIOTEPHbBIE NPECTYMIEHNS, 3aLUTy
ABTOPCKMX MpaB MPOrpaMMMUCTOB, COBEPLUEHCTBOBAHME YTONTOBHOTO M MPaXA4aHCKOro 3akOHOAAaTENbCTBA, a
TakKe CyJonpou3BoaCcTBa.

OxpaHy BbIMUCANTENBHOIO LIEHTPA, TLWaTENbHbIM NoA00p NepcoHarna, UCKIYeHne criydaeB BegeHnst ocobo
Ba)KHbIX PabOT TONMbKO OOHMM YENOBEKOM, HanMmM4yue nraHa BOCCTAHOBMEHNS paboToCnocobHOCTU LeHTpa U
T.0.

3awunTy oT HECAHKLMOHMPOBAHHOMO A0CTYNa K CUCTEME, PE3EPBMPOBAHNE OCODO0 BaXKHBIX KOMMBIOTEPHbIX
noacucTem.

OxpaHy paboTocnocobHOCTM OTAENbHBIX 3BEHBEB M OPraHU3aLMI0 BbIYUCINTENBHBIX CETEN C
BO3MOXHOCThIO NepepacnpeieneHns pecypcos.

IMpUHATME KOHCTPYKLMOHHBLIX MEp 3aluUThbl OT XULEHWI, caboTaxa, AUBEPCUiA, B3PbIBOB, YCTAHOBKY



pe3epBHbIX CUCTEM 3MNEKTPONUTaHMA, OCHALLEHME NOMELLIEHNIA 3aMKaMuy, YCTaHOBKY CUrHanmn3aumMm n MHoroe
apyroe.

YTO MOXHO OTHECTU K TeXHU4Yeckum mepam UB?

PaspaboTky HOpM, yCTaHaBMMBaKOLWUX OTBETCTBEHHOCTb 332 KOMMbIOTEPHbIE NPECTYMNEHWS, 3aLuTy
aBTOPCKMX MpaB NporpamMMmnCTOB, COBEPLUEHCTBOBaHME YrONMOBHOIO U rpaX4aHCKoro 3akoHoAaTenbCcTea, a
TaKke Cyonpov3BoaCcTBa

OxpaHy BbIYMCNUTENBHOTO LEHTPa, TlwaTenbHbln noabop nepcoHana, UCKIoYeHne criydaeB BeeHus 0cobo
BaXKHbIX pabOoT TOMbKO OAHUM YENOBEKOM, HanM4yMe nraHa BOCCTaHOBIEHMS paboToCNOCOOHOCTH LieHTpa 1
T.0.

3almTy OT HECaHKLMOHNPOBAHHOTMO JOCTYMa K CMCTEME, pe3epBMpPOBaHne 0cob0 BaxKHbIX KOMMbIOTEPHbIX
MOACUCTEM, OPraHM3aLMio BbIYUCIIUTENbHBIX CETEN C BO3MOXHOCTbLIO NepepacnpeneneHns pecypcos B
cryyae HapyLleHus paboTocnocoBHOCTH OTAENMbHbIX 3BEHBEB U MHOTOe Apyroe

MpocTble M OOCTYNHbIE MEPbI 3aWUTLI OT XULLEHWI, caboTaxa, AUBEepPCUii, B3pbIBOB

B agMUHMCTpaTMBHLIX MECTaxX YCTaHOBKY Pe3epBHbIX CUCTEM 3NEKTPONUTaHWS, OCHALLEHME NOMELLEHWI
3aMKaMW, YCTaHOBKY CUrHanu3auumM u MHOroe gpyroe.

MoTeHUuManbHbIe yrpo3bl, NPOTUB KOTOPbLIX HanpaBleHbl TeEXHU4YecKkne Mepbl 3almTbl MHopMaumumn
MoTepn nHopmaLum n3-3a cboeB 0O60pyaOBaHNSA, HEKOPPEKTHOW paboThl NporpamMm 1 OLLIMGKM
obcnyxunBatoLLero nepcoHana u nonb3osartenem

MoTepn MHOpMaL MM 13-3a xanaTHOCTU 06CMYXXMBAOLLLEro NePCoHana u He BEAEHUsSI CUCTEMBbI
HabnoaeHus

MoTepun nHpopmauum ns-3a He 4OCTAaTOYHON YCTAHOBKM PE3EpPBHbIX CUCTEM 3MEKTPONUTAHMU U OCHALLLEHNE
nomMeLleHNn 3amMmKamMu.

MoTepun nHpopmauumn ns-3a He 4OCTAaTOUHON YCTAHOBKM CUrHanNM3aLmMm B NOMELLEHUMN.

Mpouecckl npeobpasoBaHns, NPY KOTOPOM NMHGOPMaLMA yaanseTcs

WndposaHne nHcpopmauum ato

Mpouecc ee npeobpasoBaHus, NPU KOTOPOM COAEPXKaHWUE MHPOPMALUN CTAHOBUTCSA HEMOHSATHBLIM A8 He
obnagatoLLmnx COOTBETCTBYHOLLMMM MOSTHOMOUYNAMU CyOBEKTOB

Mpouecc npeobpasoBaHust, Npu KOTOPOM MHGOPMAaLMS yaansieTcs

Mpouecc ee npeobpasoBaHus, NPU KOTOPOM COAEPKaHME MHPOPMALINN N3MEHSIETCS Ha NTOXKHYHO

Mpouecc npeobpasoBaHnst MHOPMALMN B MALLMHHBIN KOA,

Kakue c6om o60pynoBaHusi, Npn KOTOPbIX TepsieTcsa MHdopmaums, ObiBaroT?

Cry4anHoe YHUYTOXEHWNE UNN N3MEHEHWE AaHHbIX

nepeboun anekTponuTaHus

HEKOPPEKTHOE NCMOMb30BaHWe NPOrPaMMHOro 1 annapaTHOro obecneveHunsi, BegyLiee K YHUHTOXEHNIO Unu
N3MEHEHNIO AaHHbIX;

HeCaHKLMOHUPOBaHHOE KOMMPOBaHMe, YHUYTOXEHUE Unu nogaenka nHgopmaumm

Kakue notepu nHcpopmaumm 66iBaloT M3-3a HEKOPPEKTHOM paboTbl nporpaMmm?

noTepw Npu 3apaxeHMn CUCTEMbl KOMMbIOTEPHBIMU BUPYCaMu

cOoun OUNCKOBLIX CUCTEM

nepeboun aneKkTponuTaHus

cboun paboTbl cepBepoB, paboyumx CTaHLWUA, CETEBLIX KapT U T4

Kakue notepu nHcpopmaumm, cBssaHHble ¢ HECAHKLMOHMPOBAaHHbIM [OCTYNOM, ObiBaloT?
HeCaHKLMOHUPOBAHHOE KOMMPOBaHMWE, YHUYTOXEHNE Uy Nnoaaenka nHgopmaumm

noTepw Npu 3apaxxeHMn CUCTEMbI KOMMbIOTEPHBIMU BUPYCaMu

Cry4anHoOE YHUYTOXEHMNE UM N3MEHEHME AaHHbIX

cOou OUNCKOBbLIX CUCTEM

MoTepu n3-3a owMOKM NepcoHarna u nonb3oBarenen obIBalOT?

HeCaHKLMOHUPOBAHHOE KOMMPOBaHMWE, YHUYTOXEHNE Uy Noaaenka nHgopmaumm

noTepw Npu 3apaxxeHMn CUCTEMbI KOMMbIOTEPHBIMU BUPYCaMu

Cry4anHOE YHUYTOXEHMNE UINN N3MEHEHME AaHHbIX

cOou OUNCKOBbLIX CUCTEM

OT cb6oeB yCTPONCTB Ansi XxpaHeHus nHopmauumn?

yCTaHOBKa UCTOYHMKOB GecnepebonHoro nutaHus (UPS)

CYMMETPUYHOE MYNbTUNPOLIECCUPOBaHNE

Kaxgyo MUHYTY COXpaHATb JaHHbIE

OpraHusaunsi HagexHon n aPEKTMBHON CUCTEMBI PE3EPBHOMO KOMMPOBaHUA 1 Ay6NnpoBaHusa AaHHbIX
CpeacTBa 3alMThl JaHHbIX, (PYHKLMOHMpPYKOLWME B COCTaBe NPOrpamMMHOro obecne4yeHus.
MporpaMmHble cpeacTBa 3awuTbl MHGPOPMaLUm

TexHn4yeckue cpeacTea 3awmTbl MHpopMauum

WcTouHumkn 6ecnepebonHoro nutanms (UPS)

CwmelLaHHble cpeacTBa 3anuTbl nHopMaLmm

MporpaMmmHbIe cpeacTBa 3aWwmUThbl MHOPMaLUn.



cpencTBa apxmMBaLMun JaHHbIX, aHTUBMPYCHbIE NPOrpamMMbl
TexHn4yeckue cpeacTea 3awmTbl MHpopMauum

WcTouHukn 6ecnepebonHoro nutanns (UPS)

CwmelLaHHble cpeacTBa 3aLnTbl MHopMaLmm

MporpaMmmHoOe cpeAcTBO 3aWmThbl UH(hopMmaLumu.

Kpuntorpadus

NCTOYHMK BecnepebonHoro nuTaHms

pe3epBHOE KONUpoBaHme

aybnumpoBaHne gaHHbIX

O6ecneyveHne 4OCTOBEPHOCTU U NMOMHOTLI MH(hOpMaLMn U MeToAOoB ee 06paboTKK.
KoHdpmnaeHumnansHOCTb

LlenoctHocTb

HoctynHocTb

LlenecoobpasHocTb

O6ecne4yeHne gocTtyna kK MH(hopMaLMm TONbKO aBTOPU3OBaHHbIM NOfIb30BaTeNnsAM?
KoHdpmnaeHunansHoOCTb

LlenoctHocTb

HoctynHocTb

LlenecoobpasHocTb

Buabl 3awmTtbl B[

3aluMTa naponemM, 3awuta nonb3oBartenem,

y4€THas 3anucb rpynnbsl agMuHMcTpaTopa

NPUNOXeHNe, KOTOPOE NCMONb3YETCs ANA ynpaBneHnsa 6a3on gaHHbIX

rpynna Users

HanbonbLyto yrpo3sy ans 6e3onacHoCTU ceTu npeacraBnsioT.

HGCEHKLI,I/IOHI/IpOBGHHbIVI OOCTYN, SNEKTPOHHOE noacnywnBaHne n npegHamepeHHoe UM HeymMblleHHOoe
NnoBpeXaeHUE;

BCKpbITUE CTaHOAPTHOW YYETHOW 3anmcy Nonb3oBaTens

BCKpbITUE CTaHOAPTHOM YYETHON rpynnbl agMUHUCTpaTopa

KonvpoBaHue annos, KOTopble Obin N3MEHEHbI B TeYeHME OHS, 6€3 OTMETKM O pe3epBHOM KOMUPOBAHUN
3awmTa Yyepes npaBa AoOCTyna 3aknoyvyaeTcs.

NMPUCBOEHMU KaxkOOMY MONb30BaTeNto onpeaeneHHoro Habopa npas

3anepeTb CepBepbl B cneumansHOM NOMELLEHUN C OrPaHUYEHHbIM AOCTYNOM

NPUCBOUTbL Naponb KaxaoMmy obLeoCTynHOMY pecypcy

B Hann4ymm npeobpasoBatensa MMKpodhoHa

OudcpepeHumpoBaHHOe pe3epBHOE KONMpPOBaHME 3TO

KonunpoBaHue Tonbko Tex dhannos, KOTOpble ObINTM M3MEHEHBLI B TeYeHME OHS, 6e3 OTMETKM O pe3epBHOM
KONUpoBaHuu;

KonunpoBaHue Bcex BbIOpaHHbIX hannoB 6€3 0OTMETKN O pe3epBHOM KONMMPOBaHUK

KonunpoBaHue n mapkmpoBka BblbpaHHbIX halinoB, TOMbKO €CIIM OHU ObIf M3MEHEHBLI CO BPEMEHU
nocneaHero KoNMpoBaHMs;

KonunpoBaHue BbiGpaHHbIX (annoBs, TONbKO €CIN OHM ObIN U3MEHEHbI CO BPEMEHM NOCIeQHEro pe3epBHOro
KkonupoBaHus, 6e3 OTMEeTKM O pe3epPBHOM KOMMPOBAHUA

MonHoe konupoBaHWe AaHHbIX 3TO

KonvpoBaHue 1 MmapkmpoBka BblOpaHHbIX Danmnos, BHE 3aBUCUMOCTM OT TOr0, U3MEHSANUCH S OHW CO
BPEMEHW MOCeqHEro pe3epBHOIO KOMMPOBaHUS

KonunpoBaHue Bcex BbIGpaHHbIX hannoB 6€3 0OTMETKN O pe3epBHOM KOMMPOBaHUK

KonvpoBaHue Tonbko Tex annos, KOTopble 6biy M3MEHEHBI B TeYeHWe OHA, 6e3 OTMETKM O pe3epBHOM
KONUpoBaHWu

KonvpoBaHue 1 MmapkmpoBKa BblOpaHHbIX DanmoB, TOMbKO €CAIN OHW ObiM U3MEHEHbI CO BPEMEHU
NnocneaHero KoNMpoBaHUs

Hamnbonee pacnpoctpaHeHHbIN KpunTorpacgpunyecknm Kog

Kog XammuHra

koa Pupa-ConomoHa

kog Mopse

nTepaTUBHbLIN KOO

Hanbonee npocToi n Hegoporom MeToa NPeAoTBPaTUTL KaTtacTpoPMUECKY NOTEPHO AaHHbIX
Pe3epBHOE KONMPOBaHME Ha MarHUTHYHO NEHTY

LLndgpoBaHue gaHHbIX

BesanckoBblie KOMNbIOTEPHI

Bce oTBeTHI BEPHDI

NMpaBo Execute naeT BaM BO3MOXHOCTb

3anyck (BbINONHEHME) NporpamMmm 13 kaTanora



Co3snaHne HOBbIX dhainnoB B kaTarore

3anpelleHre Ha OOCTyn K kaTanory, dainny, pecypcy

UTteHune n konupoBaHue annos N3 COBMECTHO UCMOMb3yeMOoro katanora

MpaBo No Access fnaet BaM BO3MOXHOCTb

YpnaneHvne ¢annos B kaTanore

3anpelleHne Ha 4OCTyN K kaTanory, dawny, pecypcy

3anyck (BbINOMHEHWE) NporpamMm U3 katanora

CosgaHwne HoBbIX hainnos B kaTarnore

MpaBo Read gaeT BaM BO3MOXHOCTb

YpaneHve cannos B katarnore

3anyck (BbINONHEHWE) NporpamMm 13 katanora

3anpelleHne Ha 4OCTyN K kKaTanory, dawny, pecypcy

UTteHune n konupoBaHue gannos N3 COBMECTHO UCMOMb3yeMOoro katanora

MpaBo Write naeT Bam BO3MOXHOCT

Ypanenve cannos B katanore

3anpelleHne Ha 4OCTyN K kKaTanory, dawny, pecypcy

CospgaHue HoBbIX (hannos B kaTanore

UTteHune n konupoBaHue gannos N3 COBMECTHO MCMONb3yeMOro Kkararnora

MeToabl coxpaHeHMe AaHHbIX NPU Ype3BblYalHbIX CUTYaL N

pe3epBHOE KOMUPOBAHNE HA MarHUTHYHO NEHTY;

nctovHukn 6ecnepebonHoro nutaxHusa (UPS);

0TKa30yCTONYMBbIE CUCTEMDI

Bce oTBeThbl BEpHbI

Kakon cnoco6 aaHHble, AyOnupys 1 pasmellas ux Ha pasfnnyHbiX PU3nYecKknx HoOCUTenN X
(Hanpumep, Ha pa3HbIX AUCKaX).

>KypHan pe3epBHOro KonvpoBaHus

OTkasoycToNYMBbIE CUCTEMBI

MeTopn pe3epBHOro KONMpoBaHUS

LLncpposanHne aaHHbIX

Maponb gocTtyna K pecypcam

JocTyn Tonbko Ans YreHus

TaKkow Naposib He CyLlecTByeT

OTKkasoycToN4YMBbIE CUCTEMDI

MeTopn pe3epBHOro KONMpoBaHUS

LLincpposanHne aaHHbIX

Hanbonee HapexXHbIM CpeaACTBOM NpeaoTBpalleHnst notTepb MHOPMaLMM NPy KPaTKOBPEMEHHOM
OTKITIOYEHUMN INEKTPOIHEprumn?

yCTaHOBKa UCTOYHMKOB becnepebonHoro nutanuns (UPS)

Takoro cpeacTea He cyliecTsyeT

Kaxgyo MUHYTY COXpaHATb OaHHblE

MepekngbiBaTh MHOOPMALIMIO HA HOCUTESb, KOTOPbLIA HE 3aBUCUT OT SHEPTUN

ExxeaHeBHOe KONMpOBaHWe AaHHbIX 3TO

KonvpoBaHue Tonbko Tex hannos, KOTopble Obinv M3MEHEHBI B TeYeHMe OHS, 6€3 OTMETKM O pe3epBHOM
KONUpoBaHWK

KonunpoBaHue Bcex BbIOpaHHbIX hannoB 6€3 0OTMETKN O pe3epBHOM KOMMPOBaHWM

KonvpoBaHue 1 MmapkmpoBKa BblOpaHHbIX anmnos, BHE 3aBUCUMOCTM OT TOrO, U3MEHSATNUCH S OHW CO
BPEMEHW MOCeqHEro pe3epBHOIO KOMMPOBaHUS

KonvpoBaHue BbiGpaHHbIX (hanmos, TOMbKO €CIIN OHU BbINM U3MEHEHBI CO BPEMEHU MOCMNEQHErO Pe3epBHOIO
KkonupoBaHus, 6e3 OTMEeTKM O pe3epPBHOM KOMMPOBaHUA

Cnocob6 3awuTbl oT c60eB npoueccopa?

yCTaHOBKa UCTOYHMKOB GecnepebonHoro nutaHms (UPS)

CMMMETPUYHOE MYNbTUNPOLIECCUPOBaHNE

Kaxgyo MUHYTY COXpaHATb OaHHbIE

MNepeknabiBaTh MHOOPMALMIO HA HOCUTESNb, KOTOPLIN HE 3aBUCUT OT 3HEPrn

Cnoco6 3awmTbl OT C60eB YCTPOUCTB AJIs XpaHeHus uHcdopmaumun?

yCTaHOBKa UCTOYHMKOB GecnepebonHoro nutaHus (UPS)

CYMMETPUYHOE MYNbTUNPOLIECCUPOBaHNE

Kaxgyo MUHYTY COXpaHATb OaHHbIE

OpraHusauns HagexHon n apHEKTUBHON CUCTEMbI PE3EPBHOMO KOMMPOBAHUS U Ay6nnpoBaHust AaHHbIX
CpeacTBa 3alMThl JaHHbIX, (PYHKLUMOHMpPYOLWME B COCTaBe NPOrpaMMHoOro o6ecneyeHus.
MporpaMmHble cpeacTBa 3awuTbl MHGOPMaLUm

TexHun4yeckue cpeacTea 3awmTbl MHpopMauum

WcTouHumkn 6ecnepebonHoro nutanms (UPS)



CwmeluaHHble cpeacTBa 3aLnuTbl MHopMaLmm

CpeacTBOM NpeaoTBpaLleHns notepb MHOPMaLMM NPU KPaTKOBPEMEHHOM OTKITHOYeHUU
3NeKTPOo3Heprum ABnsaeTca?

NCTOYHMK BecnepebonHoro nutaHus (UPS)

NCTOYHWK NUTaHNSA

3NeKTpo-nepeknoyaTens

BCE NnepeyncrieHHoe

YT1o Takoe MH(hpopmMaLmoHHas 6e3onacHOCTb?

Mepbl No 3alnTe NHdopmaLmm oT HEaBTOPM3OBaAHHOIO 4OCTyna

Mepbl no 3awuTe MK

6e30nacHOCTb NNMYHON NHopMaLMn

BCE NepeyncreHHoe

Lenblo nHopmMmaunoHHo 6e3onacHOCTU sABnsieTcA?

BCE NepeyncrneHHoe

obesonacuTb LIeHHOCTM CUCTEMBI

3aLUNTUTb M rapaHTMpPOBaTb TOYHOCTb M LeNOCTHOCTb MHhopMaLmMK
MUHUMN3MPOBaTL paspyLUeHns

YkaxuTe HanpaBneHUs Mep HopmMaLMOHHON 6e3onacHOCTM.

NnpaBoBble, OpPraHN3aLMOHHbIE, TEXHUYECKNE

npaBoBble, annapaTtHble, NPOrpamMMHble

NNYHbIE, OpraHN3aLnoHHbIEe

TeXHuU4eckue

TexHu4Yeckne Mepbl 3alUUTbl MOXHO pa3aenuTb Ha:

cpencTea annapaTHOM 3aluThl, BKNOYaoLWme cpeacTea 3almTbl kabenbHOM CUCTEMbI, CUCTEM
3NeKTponuTaHus, u TA;

npaBoBble, OpPraHN3aLMOHHbIE, TEXHUYECKUE

npaBoBble, annapaTtHble, NPorpamMMHble

NWYHbIE, OPraHN3aLnoHHbIEe

MporpammHbIe cpeacTBa 3alMTbl MOXHO pa3aenuTb Ha:

Kpuntorpadus, aHTUBMPYCHbIE NPOrpamMmmbl, CUCTEMbI Pa3rpaHU4EeHNst MOSTHOMOYUIA, CPeaCTBa KOHTPONS
gocTtyna m g

agMVHUCTPaTUBHbIE MEPbI 3aLLMThI, BKIOYatoLL e NogroToBky 1 obyvyeHne nepcoHana, opraHnsauuio
TECTUPOBaHMSA 1 Npuema B 3KCrnnyaTaumio NporpamMmm, KOHTPONb AOCTYNa B NOMELLEHNS 1 T4
npaBoBble, OPraHN3aLMOHHbIE, TEXHUYECKNE

npaBoBble, annapaTtHble, NPorpamMmMHbIe

K Hanbonee BaXXHOMy 3feMeHTy annapaTHOM 3alMTbl MOXXHO OTHECTU?
3awuTa oT c6oeB cepBepPOB, PaboUnX CTaHLMIA 1 NOKaNbHbIX KOMMNbIOTEPOB
3alnTy OT BMPYCOB

3alnTy OT XaKepoB

BCE NnepeyncrieHHoe

Kak cBsizaHbl knoum wncpoBaHusa mexay coo6omn?

MaTemMaTnyeckon yHKLMen

CBA3KOM

wncpom

crneuunanbHbIM NaporemM

B 4yem 3akniovaeTcs YHMKaNIbHOCTb FTMOKUX AUCKOB?

B hopmMaTmpoBaHmm

B GbICTpOAEncTBMM

UX 3alMLLEHHOCTb

B MPOCTOTE 06pabOTKM AaHHbIX

Y10 Takoe naponb?

MEXaHu3M yrnpaBreHus 4OCTYNom

CpeacTBO 3aLLUThI

©e30nacHOCTb NUYHON MHopMaLun

BesonacHocTb ntogen

MepbI no 3awmTe MHopMaLuum oT HeaBTOPU3OBAHHOIO AOCTYyNa Ha3biBaeTCA
MHdbopMaumoHHon 6e30nacHOCTbI0

BesonacHocTbto MK

JInyHon 6e3onacHoCTbIO

BesonacHocTbio rpynnbl agMuUHUCTpaTopa

CpeacTBa annapaTHOW 3almThl, BKIOYalowWme cpeacTBa 3aWwuTbl KabenbHOM CUCTEMbI, CUCTEM
3NEeKTPONUTaHUA OTHOCUTCA K?

TEXHUYECKUM MepaMm 3aLLnThbI



He NpaBOBbLIM Mepam 3aLuThbl
OpraHM3auMOHHbIM MepaM 3aLLuTbl

NporpaMmHbIM CPeACTBaM 3aLUnThbI

3awumTa oT c60eB cepBepoB, pabounx CTaHLUMN U NOKaNbHbIX KOMNbLIOTEPOB OTHOCUTCA K?
annapaTtHbIM cpedcTBam 3aluThbl

NporpaMmHbIM CPpeaCcTBaM 3allnThbI

TEXHUYECKUM CpeacTBam 3aluThbl

NpaBoOBbIM CPeACTBaM 3aLUThI

Kak elle Ha3bIBalOT paguoOMUKPOOH C AUCTAHLMOHHBLIM (KOAOBbLIM) BKIKOYEHUEM Yepes No6on
TenecgoH?

«3INEKTPOHHOE YXO»

«3NEKTPOHHbIA MUKPOGOH»

«FPOMKOrOBOpPUTENbY

«3NEKTPOHHbIA MPUEMHUK»

K nporpaMmmMHbIM cpeacTBaM 3almUTbl MOXHO OTHECTU?

cpencTtea uaeHTUdmrKaLmMm n ayTeHTMdukauum nonb3osartenem

cpencTBa 3alnTbl aBTOPCKUX Npae NporpaMMmUCTOB

HENCNoNb30BaHHbIE JOPOXKM HA AUCKETE

OOPOXKN ANCKETbI

K npaBoBbIM Mepam crnegyeTt oTHeCTU?

pa3paboTky HOPM, yCTaHaBMNMBatoLLMX OTBETCTBEHHOCTb 33 KOMMbIOTEPHbLIE MPECTYNNEHNS U 3aLLUUTY
aBTOPCKMX Mpae NporpaMMnUCTOB

OXpaHy BbIYUCINTENBHOTO LIEHTPa W annapaTtypbl CBA3U

npoektuposaHue JIBC n N'C

CpeAcTBa MAEHTMMUKALMM U ayTEHTUMKAL MU NONb30oBaTeNemn

C60u1 gUCKOBbLIX CUCTEM OTHOCUTCA K?

TEXHUYECKUM N OpraHM3aLMOoHHbIM Mepam 3aluThbl

NpaBoBbIM MepaM 3aLLUTbI

mMepam 3awuTbl oT HOC v kpaxu

K cpeacTBam uaeHTudmkaumm n ayteHTndmkaumm

MoTeps nnu nameHeHne faHHbIX Npu owmnbkax MO oTHOcUTCA K

TEXHUYECKUM U MPaBOBbIM Mepam 3aunThbl

OpraHM3auMOHHbIM MepaM 3aLLuTbl

NpaBoBbIM MepaM 3aLLUTbI

mMepam 3awuTbl oT HOC v kpaxu

K cpeacTBam uaeHTudmkaumm n ayteHTndmkaumm

3awumTa oT c60eB cepBepoOB, Ppabo4nX CTaHLMW U NOKalNbHbIX KOMNbLIOTEPOB OTHOCUTCA K?
AnnapaTtHbIM 1 TEXHUYECKUM CPpeacTBam 3auThbl

MporpaMmmHbIM cpeacTBam 3alnThbI

Cpeacteam 3awnTbl MgeHTUMKkauumn n ayteHTndmkaumm

OpraHusaumnoHHbIM 1 00WKMM cpeacTBaMm 3aLluThbl

Kpuntorpadmyeckue cpegcrea OTHOCUTCSH K?

[NporpamMmHbIM CpeacTBam

AnnapaTHbIM cpeacTBam

OpraH13aunoHHbIM CpeacTBam 3aWwuThbl

3axBaTty AaHHbIX

Cnyxar o6ecneyeHMI0 COXpaHEHUs LLeNMOCTHOCTU NPOrpaMMHOro obecnevyeHusi B coctaBe
BbIYUCIIUTENIBHON CUCTEMbI

naponb

KOpMyC BbIYNCIIUTENBHON CUCTEMBI

Wwndpsbl

cvrHansl

B kakux cny4asax kpuntorpadus HeacdpcpekTnBHa?

KOrga areMeHTbl TEKCTA U3BECTHbI B 3aLLMPOBAHHOM U UCXOAHOM Buae

KOrga areMeHTbl TEKCTA U3BECTHbI B OTKPLITOM M aKTUBHOM Buae

€CIn1 eCTb Naporib U FOTUH

Korga areMeHTbl TeKCTa NpeacTaBneHbl B OTKPLITOM U HE MOMHOM Buae

B kakom cnyyae HagexHee wundp?

KOPOTKMI 3alLlnpOBaHHbIN TEKCT

ONNHHBIN 3alMPOBaHHbIN TEKCT

3alWMdPOBaHHbIN TEKCT CPEQHEro pa3mepa

3alWMdPOBAHHbIN TEKCT HE BNUSIET HA HAAEXHOCTb Wndpa

B kakux cny4asix BO3MOXXHO BbIYMCIIEHNE OQHOrO Kiko4a C NOMOLLbLIO OPYroro



Vcnonb3oBaHvem Tonbko 3BM

Hu B kakux cny4dasx HeBO3MOXHa

VMcnonb3oBaHnem maTemMaTU4eCckon yHKUNEN

Vcnonb3oBaHnem Tonbko JIBC

HasHa4yeHue napons B UC?

MEeXaHWu3M yrnpaereHusl LOCTYNOM, CPEACTBO 3auTbl U 6e30nacHOCTb NMMYHOM MHopMaLum
CKPbITUE KOMMPOBaHWUS Y4aCTKOB MarHUTHOW neHTtbl n3 O3Y B MN3Y

TEXHUYECKNE MEpPbI 3aLUNTbLI U CPEACTBO 3aLUUTbI AaHHbIX

Yy4acTKM MarHUTHOW NEHTbI CKpbITble LWNPOM

MexaHu3M yrnpaBneHus cpeacTBaMu 3awunTbl M 6esonacHocTb goctyna k O3Y B MN3Y

MepbI! no 3awmTe MHhopMaLuM oT HeaBTOPU3OBAHHOIO AOCTYyNa Ha3bliBaeTCcA
WHdpopmaLmoHHoi 6e30nacHOCTbIo

BesonacHocTbio MK

JInyHom Ge3onacHoCThLIo

CpeqnctBa 3almThl

Mepbl CKpbITUSI KONUPOBAHMWS

3awmTa oT c60eB cepBepoB, paboumx CTaHLUIN U NOKarNbHbIX KOMNbLIOTEPOB OTHOCUTCSH K?
annapaTtHbIM cpedcTBam 3aluThbl

NporpaMmHbIM CpeaCcTBaM 3allnThbl

TEXHUYECKUM CpeacTBaM 3aluThbl

NpaBoOBbIM CPeACcTBaM 3aLuUThbl

Kakne aTakylowme cpeactBa BKNoYeHbl B COBpPeMeHHble cnocobbl HeCAaHKLMOHUPOBAHHOIO
poctyna?

aKTMBHbIE 1 NACCHBHbIE

MOMoXUTENbHbIE U OTpULATENbHbIE

foonblune n ManeHbkune

06beANHEHHbIe N pa3benHEHHbIE

OLHOCTOPOHHWE N Pa3HOCTOPOHHME

Y10 OTHOCUTCA K NaCCMBHBLIM CpeacTBaM 3awmuTbl UHpopmaummn?

OunbTpbl

[eTtekTopbl nons

CkaHupyoLme NnpuemMHUKN

Komnnekc pagmo KoHTponst

HenwuHelrHble nokaTopbl

CambIii n3BeCcTHbIN B Poccun npomnsBoguTenb CUCTEM 3alumuThbl OT BUPYCOB, CNaMa U XakepCK1X aTak.
nabopartopusa Kacnepckoro

Poccuicknin LeHTp no 3awmTe oT BPe4OHOCHLIX NporpaMm

komnaHus McAfee Security

nabopartopus goktopa Beb

komnaHust Tymap

MeTop pe3epBHOro KONMpPOBaHUA KOraa, KonMpoBaHMe BceX BbiOpaHHbIX ¢hannoB nponsBoauTtcsa 6es
OTMETKU O pe3epBHOM KONUPOBaHUMU

[NonHoe konmpoBaHue

KonupoBaHue

ExxegHeBHoOe KonmnpoBaHue

OndhdepeHumnpoBaHHOe pe3epBHOE KONMMpoBaHUe

Pe3epBHOe kONMpoBaHme C npypaLleHnem

KonupoBaHue TonbKo Tex ¢pannoB, KOTOpbie ObINM N3MeHeHbl B TeYeHue OHsA, 6e3 oTMeTKn o
pe3epBHOM KONMMPOBaHUN

[NonHoe konmpoBaHue

KonupoBaHue

ExxegHeBHOe KonunpoBaHue

OudhdepeHumnpoBaHHOE pe3epBHOE KONMMpPOBaHUe

Pe3epBHOE KONMpOBaHMe C NpupaLleHnem

OnddepeHunpoBaHHbIA 3a4€T BbLICTABAETCSA CTYAEHTY MO (hakTy BbIMOMHEHWA rpaduka y4eOHbIX
paboT, NpegycMOTPeHHbIX paboyver nporpaMMon AUCUMMMHBL. 1o utoram wmsyyYyeHus AUCUMMIIWHEI,
CTYAEHTbI NMPOXOAAT UTOroBOE TECTMPOBAHME. TecTUpoBaHue sIBNSETCSs POPMOI KOHTPONs, HarnpaBreHHON
Ha NpPOBEepKy BMageHUss TEPMMHOMOIMYECKMM  annapaToM, COBPEMEHHbIMM  UHGOPMALMOHHBIMM
TEXHOJTOTUSAMMN N KOHKPETHBLIMU 3HAHNSIMU B 00racTn oyHAaMeHTanbHbIX U NpUKNagHbiX JUCLMNIVH.



TecTupoBaHMe OcCyLleCcTBNSeTCS MO BCeM TemaM W pasgenam AUCUMMNUHBI, BKOYas TeMbl,
BbIHOCUMbIE Ha CaMOCTOSATENbHOE N3YyYeHNeE.
Mpoueoypa TecTMpoBaHWA oOrpaHudeHa BO BpeMeHW W npenornaraeT  MakcumaribHoe
COCpeaoToYeHUE CTYAEeHTa Ha BbIMOMHEHNM TeCTa, COAepKalllero HECKONbKO TECTOBbIX 3aaHWN.
CmyodeHmy pekomeHOyemcs.

1. npu HeyBepeHHOCTM B OTBETE Ha KOHKPETHOE TECTOBOE 3aJaHue NponycTuTb ero U nepexoauTb K
crnegyoLemy, He 3aTpadymBas MHOrO BpeMeHU Ha 064yMbIBaHME TECTOBbIX 3a4aHuWi Npy nepeom
npoxoge no Crucky TecTa;

2. npu pacnpegeneHnM OOLLEero BPEMEHU TECTUPOBAHWUSI Y4UTbIBaTb (B Clydae KOMMbHOTEPHOro
TEeCTUpPOBaHUs), YTO B aBTOMATU3MPOBAHHOW CMCTEME MOryT BO3HMKaTb HebonblLuMe 3afnepXKku
npv NEpPEKtOYEHNN TECTOBbLIX 3aaHU.

Heobxo0umo noMHUMmMb, 4mo:

1. TecT sBnsieTcs uHAouBMAyanbHbiM. OO6Llee BpeMsi TECTMPOBAHWS W KONMMYECTBO TECTOBLIX
3ajaHU OrpaHMYEHbl U ONPeaEnsTCA NpernogaBaTenem B HaYarne TECTUPOBaHNS;

2. N0 WUCTEYEHUM BPEMEHW, OTBEOEHHOrO Ha MPOXOXAEHWEe TecTa, CeaHC TEeCTMPOBaHUS
3aBepLuaeTcs;

3. [onyckaeTtcsl BO BpeMsi TECTUPOBAHMS TONbKO OQHOKPaTHOE TECTUPOBAHUE;

4. BOMpOChl CTYAEHTOB K NpenoaaBaTento No CoaepXXaHuo TECTOBbIX 3a4aHui U He OTHOCALLMECS K
npoueaype TECTUPOBAHWS He JOMYCKalTCS;

Tecmupyemomy 60 8peMsi mecmupo8aHUs 3arnpewaemcs:
HapyLwaTtb AUCLMUNANHY;

2. nomnb3oBaTbCHA y4ebHO-MEeTOANYECKON U APYrOn BCMOMOraTenbHON NUTepaTypon, SreKTPOHHbIMU
cpeacteamu (MOBUNBHBIMK TenedoHaM, ANEKTPOHHBIMMW 3aMUCHBIMWN KHKKaMU 1 1Ip.);

3. ncnosib3oBaHMe BCrnomMoraTtesnbHbIX CpeacTB 1 CpeacTB CBA3M Ha TECTUPOBAHUM O0MYyCKaeTcda npu
paspeLleHnn npenogaBaTens-npegMeTHUKa.

4. konupoBaTb TECTOBblE 3afaHMa Ha CbEMHbIA HOCUTENb MHOPMaUMM UNK nepefasatb WX MO
3NEKTPOHHON NouyTe;

5. doTorpadmpoBath 3agaHnsi C 3KpaHa ¢ MOMOLLbI0 LincpoBon hoTokamepbl;

6. BbIHOCWTb M3 Krnacca 3anucu, caenaHHble BO BpeMsi TECTUPOBaHMS.

Ha paboyee mecTo TECTUPYEMOMY pa3peLuaeTcs B3Tb Py4Ky, YEPHOBUK, KarnbKynaTop.

3a HecobniogeHne BblENepeyncrieHHbIXx TpeboBaHMM npenogaBaTesil MMEET npaBO  yaanuvTb
TECTUPYEMOro, Npu 3TOM pe3ynbTaT TECTUPOBaHMSA yOaneHHOoro nvua aHHynupyeTcs.

Tecmupyembil umeem rpaso:

BHocuTb 3aMedaHmns o npoueaype npoBeaeHns TECTUPOBAHUSA N Ka4eCTBE TECTOBbLIX 3afaHnN.

[MepeHecTn Cpokn TECTUPOBAHUS (MO YBAXKMUTENBHOM NPUYMHE) NO COrNacoBaHUIO C NpenogaBaTenem.

LUKANTA U KPUTEPUN OLLEHUBAHUA
OTBETOB Ha BOMPOCHLI UTOFOBOrO KOHTPOSA

- OLIEHKa «OTNNYHOY» BbICTaBnseTca obyyatowemycs, ecnu nonyyeHo 6onee 81% npaBubHbIX OTBETOB.
- OLIEHKa «XOopoLoy - nonyyeHo oT 71 0o 80% npaBurbHbIX OTBETOB.

- OLIEHKa «Y4OBNETBOPUTENBHOY - Nony4eHo oT 61 4o 70% npaBuIibHbIX OTBETOB.

- OLIEHKa «HEeyOO0BMEeTBOPUTENBHOY» - MONYyYeHO MeHee 61% npaBuibHbIX OTBETOB.



O6wwwe KpuUutepumn oueHkKn pe3yrnbTaToB N3y4yeHus yqe6H017| ANCUUNMJINHDbI

HOpMaTVIBHaSI 6asa nposegeHwus
HpOMe)KYTO‘-IHOﬁ arrecrauunu OGy‘-IaIOLIJMXCﬂ no pesynbTaTamMm n3y4yeHunsa aUCUUNINHbI:

1) gencteytollee «lMonoxeHne O TEKYLLLEM KOHTPOSE YCNeBAeEMOCTH, MPOMEXYTOYHON aTTecTaumnm
obyyatoLmxcs no nporpammam Bbicllero obpasoBanus (bakanaespuar, cneynanuTeT, Maructpartypa) u
cpegHero npodeccroHansHoro obpasoannst B Pr50Y BO Omckuii FTAY»

OCHOBHbIEe XapaKTePUCTUKN
NPOMEeXyTOYHOW aTTecTauMm oGy4yaroLMXcs No UToram U3yyeHus QUCLUMIIVHGI

YCTaHOBIEHME YPOBHS LOCTMKEHUS KaXKabiM 0by4YaloLwmMMes Lenem u
3apa4 00y4yeHus No JaHHOW OUCLUMNNMHE, U3MOXKEHHBIM B 1.2.2
HacTosLLEeN NporpaMmmbl

Llenb npomMexyTo4HoOM
aTTecTauuum -

dopma nNpPOMEKYTOHUHOM

" HLUMPOBaHHbIN 3a4eT
artrecTauum - AvddepeHLnposa saqe

1) yyactme obyyatoLLerocs B npoueaype nonyvyeHus 3avéta
MecTo npouenypbl NONy4YeHUA | OCYLLECTBISIETCS 3a CHET y4eBOHOro BpeMeHU (TPya0EMKOCTH),

3ay4éTa B rpadmke y4yebGHOro OTBE4EHHOIO Ha M3yyeHne ANCUMNINHGI
npouecca 2) npouenypa nposogutca B pamkax BAPC, Ha nocnegHen Hegene
cemecTtpa

1) obGy4yatoLmincs BbINONHWIT BCE BUAbI y4eOHOM paboThl (BkoYas
CaMOCTOATENbHY) U OTYMTancst 00 UX BbIMOMHEHWUN B CPOKM,
OcHoBHbIe ycnoBsus yCTaHOBMEHHbIE rpadmMKoM y4ebHOro npouecca no ANCLMNINHE;
nony4yeHnUs CTyAeHTOM 3a4éTa: | 2) NnpoLEn UToroBoe TECTUPOBAHME;

3) noaroToBuN npe3eHTauunio (KOHTPONbHY paboTy No 3a04HON

dopwme).
Mpouenypa nonyyeHus 3a4éTa
MeToauyeckne marepuanbil, MpeacTtaBneHbl B PoHAE OLIEHOYHbBIX CPeACTB NO AaHHOW y4ebHowm
onpepgensiowme npouenypbl aucumnnuHe (cMm. — MNpunoxexne 9)

OLieHUBaHNA 3HAHUN, YMEHUN,
HaBbIKOB:
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